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AHoTauin

JlOKYMEeHT NpucBAYeHNIA aHanisy eBPONEeNCbKNX CTaHAAPTIB 3aXNCTY KOH-
difeHLUIMHOCTI XXYPHaNiCTCbKNX KOMYHiKaLi Ta XYPHaNiCTCbKUX AXeper
Y KOHTEKCTi 3aCTOCYyBaHHSA 3aX0/4iB TAEMHOI0 CTeXeHHA. Ha ocHOoBI npak-
TUKW EBPONENCLKOro cyay 3 npas moanHM (ECIMJ1) Ta nonoxeHb €Bponeil-
CbKOro akTa npo ceoboay Megia (EMFA) 20CnifKyroTbCA MiHIManbHI rapaHTil
N 3aN06IKHNKN, HEOBXIAHI ANS 3aKOHHOIO BUKOPUCTaHHS HeraacHMX 3a-
XOAiB CNOCTepexeHHs, 30KpemMa OO0 XYPHanicTiB Ta MeziaopraHilauin.
Ocob6nuBy yBary NpuAineHo KpUTepisMm CaHKLiOHYBaHHSA CTEXEHHS, Mexa-
Hi3MaM He3aneXHOro KOHTPOJI0, 3aXUCTY KOHIAEHUIMHNX KOMYHiKaLiiA,
NOBIAOM/IEHHIO OCi6 MPO BTPYYAHHSA Ta AOCTYMHWM 3acobaM NPaBOBOro
3axucTty. JlocnigkKeHHs TakoX OLiHIOE BiAMOBIAHICTb YUHHOIO KpYMiHab-
HOro NMpoLecyasibHOro 3aKOHOAABCTBA YKPaiHM €BPONENCbHKUM CTaHAap-
TaM i MPOMNOHYE KOMMIEKC pekoMeHAaLin WoA0 BHeCeHHS 3MiH g0 Kpu-
MiHa/IbHOro NpoLecyanbHOro Kogekcy YKpaiHn Ana NOCUIEeHHS rapaHTiid
3aXVICTY XXYPHaNICTCbKUX Akepes, 06MeXeHHSA BUKOPUCTAaHHS iHTPY3MBHO-
ro MPOrpamMHoro 3abesne4vyeHHs A5 CTEXEHHS Ta 3abe3neyeHHsa 6anaHcy
Mi>XX NoTpebamun KpUMiHaNbHOro NpaBoCyAAs, HauioHanbHOI 6e3nekun Ta
cBO6OJ0H0 Mejia.

JokymeHm nidzomossieHo Jlabopamopiero yugpoesoi 6e3neku y cnienpayi i3
LieHmpowm npae aroduHu ZMINA 3a ¢piHaHcosoi niompumku €gponelicbko20
Coro3y. Mo2o 3micm € sukto4HO 8idnoeidansHi cmio Jlabopamopii yugpo-
8oi 6e3neku | He 0608’43k080 8i006paXae no3uyito €sponelicbko2o Coro3y.
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KoH}pigeHUINHICTb KOMYHiKaLi XXyPHaNiCTiB i 3aXUCT XXYPHAaNICTCbKMX Axe-
pen — O4Hi 3 KNHYOBUX NepeayMoB GYHKLiIOHYBaHHA He3aneXHUX Megia
Ta peasiizaujii npaBa CycninbCTBa Ha OTPMMaHHSA iHGopMaLii. Y seMmokpaTny-
HOMY CyCMi/IbCTBI XXYPHAaNICTV BUKOHYHOTb POJb CYCMiIbHUX NOCepesHVIKIB,
3abe3neuyour rpoOMaACbknin KOHTPOb HaZ AIANbHICTHO AepXKaBHUX Opra-
HiB, MONITUYHUX AiSAYiB Ta iIHWWX BMNJINBOBUX CYy6'eKTiB. MOX/INBICTb BUKO-
HyBaTW LKO YHKLiFO 3HAYHOIO MipOHO 3a/1€XUTh BiJ 34aTHOCTI XXYPHAaNIcTiB
rapaHTyBaTn CBOIM AXepesiaM KOHPiAeHLiNHICTb Ta 3aXUCT BiJ, PO3KPUTTS.

PO3BNTOK LINGPOBUX TEXHOJIOTIN CYyTTEBO 3MIHVB XapakTep PU3NKiB A1 XYp-
HaNiCTCbKOI AiANbHOCTI. AKLWLO paHilwe BTpyYaHHS B KOHOIAEHLINHICTb KO-
MYHiKaLi 34e6inbLloro obmexyBanocs npociyxoByBaHHAM TenedOHHUX
PO3MOB ab0 BUYYEHHSIM AOKYMEHTIB, TO CbOroAHi OpraHy NpaBonopsaKy
Ta CNyX6u 6e3nekr MoXyTb BUKOPUCTOBYBATY 3HAYHO 6i/ibLU iIHTPY3UBHI iH-
CTPYMEHTW, y TOMY YNC/i NporpamMHe 3abesneyeHHs A1 NprxoBaHOro 40CTy-
ny 40 LUMPPOBUX MPUCTPOIB, MepexornieHHs 3awrndpoBaHmX NOBILOMIEHb,
OTPUMAHHS reoNoKaLinHUX AaHWX Ta ANCTaHLiNHY aKTMBAaLit0 MiIKPODOHIB
i Kamep. Taki 3axoAn CTBOPHOOTL be3npeueseHTHI pU3VKK ANs KOHiAeH-
LIMHOCTI XXYPHaNICTCbKNX AXepen, a 0Txe — i 4719 cBoOboAM Mejia 3aranom.

€BponenceKnn cyA 3 npas mtoanHu (ECMNJ, Cya) cpopmyBaB po3ranyxeHy npak-
TUKY LLLOAO AOMYCTVMOCTI 3aX04iB TAEMHOIO CTEXEHHS Ta rapaHTill 3axX1cTy
npaBa Ha NoBary 40 NPYBATHOIO XUTTS i CBOBOAM BUpaxeHHs nornsagis. Cya,
NOCNIZ0BHO HArONOLLYE, O CUCTEMU MPUXOBAHOIO CTEXEHHS MOXYTb 6yTr
CYyMiCHUMM 3 BIMOTraMiy KOHBeHLiT Mpo 3aXm1CT MpaB NHOANHN | OCHOBOMOI0X-
HUX cBO60O (KOHBeHL,S) NKLLe 3@ HassBHOCTI YiTKOI NPaBOBOi OCHOBW, epeKTVB-
HOrro He3anexXHoro KOHTPOK, NpoLecyanbHX rapaHTii Bij 3/10BXVBaHb Ta
epeKTUBHKX 3ac0biB NPaBOBOro 3ax1CTy. BogHouac EBpONencbLKUIN akT Npo
cBoboay megia (EMFA) BCTaHOBMB A0AATKOBI CreLjiafbHi rapaHTil 415 XXypHa-
NICTiB Ta Megia, 30KpemMa LL0AO BUKOPUCTAHHSA MPOrpamMHOro 3abesneyeHHs
AN IHTPY3MBHOTMO CTEXEHHS Ta BTPYYaHHA B KOHQIAEHLNHI KOMYHiKaLLji.

Ans YKpaiH1 NUTaHHS 3aXUCTY KOHIAEHUIMHOCTI XXYPHasCTCbKMX KOMYHIKaLLiA
HabyBa€ 0CO6MBOr0 3HaYEHHS 3 KiIbKOX MpUUYKH. [No-nepLue, YkpaiHa nepe-
byBa€ Ha eTani ajanTaLil HaLiOHaNbHOro 3aKOHOAABCTBA A0 NpaBa EBponeit-
cbkoro Coro3y B Mexax npouecy Bctyny Ao €C. MNo-gpyre, noBHOMacLWTabHa
BiliHa Ta MNOCUIEHHS PO/l NPaBOOXOPOHHVIX | 6e3neKoBMX OpraHiB 06'ekTUB-
HO 36i/1bLUYOTb PU3MKW BTPYYAHHS B NPYBATHI KOMYHIiKaLLil Ta BUKOPUCTaHHSA
IHCTPYMeHTIB cTeXXeHHS. [o-TpeTe, npakTrka ECIJ/1y cnpaBax NpoTy YKpaiHu
BXe BKa3asia Ha HasiBHICTb HN3KM CUCTEMHKX NpobaeM y cdepi NpaBoBoro pery-
NFOBAHHSA Ta KOHTPOJHO 3a 34iMCHEHHAM HEernacHmxX cigumx (pPo3LwyKoBuX) Aii.
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MeTa LbOoro AoCNifKeHHS — aHani3 EBPONencbKMX CTaH4apTiB 3aCTOCYBaH-
HA 3aXOZiB TAEMHOIO CTEXEeHHSA Ta 3aXUCTy KOHPIAEHLINHOCTI XXypHanicT-
CbKMX KOMYHiKaLiii, BU3HauYeHHSA kntouoBmx BumMor ECIMJT 1a EMFA, a Takox
TOro, HaCKiIbKV BOHWY BPaxoBaHi B YNHHOMY KpUMiHa/ibHOMY npoLiecy-
a/IlbHOMY 3aKOHOZABCTBI YKpaiHn. OcobnaumBy yBary NpuiineHo rapaHTisam
NPOTW 3N10BXVBaHb Mif, Yac 34iACHEHHA TAEMHOIO CTEXEHHS, yMOBaM BU-
KOPUCTAHHSA IHTPY3MBHOIO NPOrpamMHoOro 3abesneyveHHs LWOAO XypHanic-
TiB Ta HEOOXiAHWM 3MiHaM A0 KpUMiHanbHOro npolecyanbHOro Kogekcy
YkpaiHn (KMK YkpaiHn) anga 3abe3neyeHHs BiANOBIAHOCTI EBPONENCHKNM
CTaHAapTam.
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1. MiHiManbHi 3ano6iXHi 3axoam Ta raEaH'ri'l'
NPOTU 3/I0BXKMBaHb: NMPaKTUKa ecln

MpakTuka €CMJT MiCTUTb 3HAYHNI MACUB PilleHb 040 3aCTOCYBaHHS 3a-
XOZAiB CTeXEHHS, WO 3YyMOBJIEHO IXHiM creundiyHnM xapaktepoM. Toai K
BiACYTHICTb iIHPOpPMaLLT MPo CTeXXeHHs 3abe3neuye epeKTUBHICTb BTPYYaH-
HA', CyZ 3a3HaYaE, L0 B TaKMX BUMAAKaX PU3MKIN CBABINNA € OHEBUAHUMMU.
TOMYy KPpUTUYHO BaXNMBO AeTanisyBaT NpaBuia LWoA0 06CTaBVH Ta yMOB
34iICHEHHS TaKoro ctexxeHHs2, OKpiM TOro, HaZineHHs BUKOHABYOl B/laAn
abo cysy HeobMexXeHUMN AUCKPeLinHAMY MOBHOBAXEHHSIMU Cyrepeynno
6 NnpuHUMNy npasoBnagada. OTKe, 3aKOH NOBMHEH YiTKO BY3HAYaTV MeXi
TakMX NOBHOBAaXEHb i NOPSAAOK IX 34INCHEHHS, W06 3a6e3neumnTi 0cobi Ha-
NeXHWIA 3aXUCT Bij, CBaBi/IbHOIrO BTPYYaHHS,

Came i3 Lieto meToro ECIJT po3pobUB HN3KY MiHIMaNbHUX 3aM0H6iIXXHUX 3axo0-
AiB (minimum safeguards)® Ta rapaHTi (adequate and effective guarantees)®
ANA aHani3y NpaBOMIPHOCTI pexunMy AepxXaBHOro crexeHHs. OuiHYN
iX HAABHICTb Yy 3aKOHOAABCTBI Aep>xaBu, Cya iHTerpyBsaB Yy CBill aHani3 Taki
efleMeHTN TecTy, 9K NeriTUMHICTb Ta HeObXIiAHICTb BTPy4YaHHS®.

BignoBigHi 3anobixxHi 3axo4n Ta rapaHTil OXONHTh:
1) chepy 3aCcTOCyBaHHSA 3aX0AIB TAEMHOIO CTEXEHHS (LLLO OXOMJIHOE SK Xa-
pakTep NpaBonopyLleHb, AKi MOXYTb CTaTV MiACTaBO A/IF TAEMHOTO
CTeXeHHs, Tak i kaTeropii ocib, 3a AKMMU BOHO MOXe ByTn BCTAaHOBNEHE);

2) TPUBaNiCTb TakKUX 3aX0AiB;

3) NopsAoK 36epiraHHs, 4OCTYNY, BUBYEHHS, BUKOPUCTAHHS, nepeaadi
Ta 3HVILLLEHHS MepexonaeHnx gaHunx;

' Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 287.

2 lordachi and Others v Moldova App no 25198/02 (ECtHR, 10 February 2009), n. 39; Kennedy v The United
Kingdom App no 26839/05 (ECtHR, 18 May 2010), n. 152, Roman Zakharov v Russia App no 47143/06 (ECtHR,
4 December 2015), n. 229; Szabé and Vissy v Hungary App no 37138/14 (ECtHR, 12 January 2016), n. 62.

3 lordachi and Others v Moldova App no 25198/02 (ECtHR, 10 February 2009), n. 94, Kennedy v The United
Kingdom App no 26839/05 (ECtHR, 18 May 2010), n. 152; Roman Zakharov v Russia App no 47143/06 (ECtHR,
4 December 2015), n. 230.

¢ Kruslin v France App no 11801/85 (ECtHR, 24 April 1990), n. 35; Huvig v France App no 11105/84 (ECtHR,
24 April 1990), n. 34; Kennedy v The United Kingdom App no 26839/05 (ECtHR, 18 May 2010), n. 152; Roman
Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 231; Szabé and Vissy v Hungary App no
37138/14 (ECtHR, 12 January 2016), n. 56.

5 Kennedy v The United Kingdom App no 26839/05 (ECtHR, 18 May 2010), n. 153; Zakharov v Russia App no 47143/06
(ECtHR, 4 December 2015), n. 232; Szabé and Vissy v Hungary App no 37138/14 (ECtHR, 12 January 2016), n. 57.

¢ Dragojevic v Croatia App no 68955/11 (ECtHR, 15 January 2015), n. 89; Kvasnica v Slovakia App no 72094/01
(ECtHR, 09 June 2009), n. 84, Kennedy v The United Kingdom App no 26839/05 (ECtHR, 18 May 2010), n. 155;
Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 236.
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4) pO3BiN Ha CTEXEHHS;
5) KOHTPO/JIb 3a 3A4INCHEHHAM TaKUX 3aX04iB;

6) NOBIZOMJIEHHSA NPO 34iNCHEHHS CTeXEeHHs Ta AOCTYNHi 3acobu npa-
BOBOIO 3aXUCTy.

3 ornsaay Ha py3nK TOro, Lo CCTeMa TAEMHOIO CTeXEeHHS, CTBOPEeHa 3 MeToH
3aXUCTy HaUioHaNnbHOI 6besneku, MoxXe Nif BUrAs40M Takoro 3axXmcTy nigipsa-
TV abo HaBITb 3HUWMTN gemoKpaTito, CyA NOBMHEH NepekoHaTUCA B HasiB-
HOCTI HaNIeXXHUX Ta ePeKTUBHUX rapaHTii MPOTY 3N10BXMBaHb'.

1.1. Coepa 3acmocy8aHHs 30X00i8 MAEMHO20 CMEX(EHHS

HauioHanbHe 3aKOHOAABCTBO Ma€ BM3HaYaTy chepy 3aCTOCYyBaHHS 3aX0-
AiB TAEMHOIO CTEXEHHS, YiTKO OKPEeC/IFoHYIN XapaKTep rnpaBonopyLUeHb,
AKIi MOXYTb CTaTV NiACTaBOO A1 CTEXEHHS, | BU3Hauaro4u KaTeropii ocio,
3a SKVMMU BOHO MOXe byTn BCTaHOBNeHEe?,

1.1.1. Xapakmep npagonopyuieHs

Big Aep>xaB He BUMaraeTbCs HaBOAUTU BUYEPIHUY Mepenik KOHKPEeTHUX
npaBonopyLleHb, OAHaK CNi4 HafAaTV LOCTAaTHLO AeTalibHY iHpOpMaLito Npo
IXHiN XxapakTep®.

Hanpwknag, y cnpasi Roman Zakharov v Russia 3aKoHOAaBCTBO 403BOJIANO Mne-
pexornneHHs TenePpoHHUX Ta iHLWMX KOMYHIKaLiA Y 3B'3KY 3i 3104NHOM Ce-
PeAHbOT TAXKKOCTI, TAXKKMM 3/104MHOM ab0 0COBAMBO TAXKVM KPUMIHANBHVM
3/104NHOM (3/TOYNHOM, 3a AKUIA NepesbadacTbcsd MakCMMasibHe NOKapaHHS
y BUrNs4i No36aB/ieHHs BONi Ha CTPOK NMOHAaZ 3 poKK), KU yxxe 6yno BUMHe-
HO, BUNHAETLCSA ab0 roTyeTbes. Cy BU3HAUMB XapakTep 3/104VHIB, IKi MOXYTb
CTaTW NiACTaBOO AN YXBaSIeHHS MOCTaHOBW NPO MPOC/yX0BYBaHHS, 4OCTaTHLO
YiTKUM'?. [poTe BiH TaKOX BUC/IOBYVB 3aHEMOKOEHHS, LLIO NPOC/yXOBYBaHHSA
[,03BO/1IeHE CTOCOBHO Ay>e LLUMPOKOro KOJia KPYMiHa/IbHUX MpaBonopyLUeHb,
y TOMY YnCAi, HANPUKNa4, KULLEeHbKOBKX KPaibkok'', Lo Takox 6yno B13Ha-
HO HefoNiKoM Yy cnpasi Pietrzak and Bychawska-Siniarska and Others v Poland'.

7 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 232; Szabé and Vissy v Hungary
App no 37138/14 (ECtHR, 12 January 2016), n. 57.

8 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 243.

° Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 244, Kennedy v The United Kingdom
App no 26839/05 (ECtHR, 18 May 2010), n. 159.

1 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 244.
" Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 244.
12 Pjetrzak and Bychawska-Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May 2024), n. 198.
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Y cnpasi Ekimdzhiev and Others v Bulgaria €CI1/1 3BepHyB yBary Ha Te, L0 3a-
CO6U CTeXEeHHSA MOXYTb 3aCTOCOBYBATUCA LU 3@ HAsABHOCTI NiACTaB AN
NiZ03PW, O 3/T0UMH NAAHYETLCS, BUNHAETLCA ab0 BXe 6yN10 BUNHEHO i un-
Le AKLLO iHLWi MeTOAM PO3CifyBaHHA He AadyTb 6baxXaHOoro pesynbtaty’.

LLlofo cTexxeHHs 3 MipKyBaHb HaLliOHanbHOI 6e3neku, To B cnpasi Roman
Zakharov v Russia Cyz 3ayBaxuB, LLIO 3aKOHOABCTBO, ke A03BONSE MNepe-
XOMJIEHHA Ha nigcTasi iHGopMaLii NPo MOAil, WO 3arpoxXxyoTb HaLioHaNb-
Hil 6e3neyi, 6€3 yTOYHEHHS LMX NOAiN, € HeJOCTaTHbO YiTKUM™,

BoagHouac y cnpasi Ekimdzhiev and Others v Bulgaria €CI1J1 3a3HauuB, W0
HaBIiTb Yy pa3i BU3HAHHS «3aXUCTy HaLioHa/IbHOI 6e3nekn» CaMoCTiINHOO
NiACTaBOKO A/IA CTEXEHHd, e He cynepeunTtriMe KoHBeHLLil, AKLLO NOTeH-
LinHMM 3M10BXVBaHHAM MOXHa 3anobiratm B Mexax He3anexHoro cyfo-
BOrO KOHTPOHO'>,

1.1.2. Kamezopii ocib6
LLlogo kaTeropin ocib, 3a SKMMKU MOXe BYyTV BCTaHOBNEHE CTEXEHHS, TO
B cnpasi Ekimdzhiev and Others v Bulgaria Cys Ha3BaB YiTKO BUSHAYEHUMN
Taki KaTeropi:

¢ 0COo6W, NiJ03PrOBaHI Y BUNHEHHI 310UNHIB;

¢ 0C06U, AKNX HECBILOMO BUKOPWUCTOBYBaAW ANS NiATOTOBKM Y BUN-
HEeHHS 3/T0YNHIB;

¢ 0C06W, AKi Aann 3rofy Ha CTEXEHHSI 3 METO BAIACHOTO 3aXMUCTY;

¢ CBiAKW, AKi CNiBNPaLIOOTE Y CrpaBax, NOB'A3aHVX 3 ObMeXeHVM KO-
JIOM TAXKNX YMUCHUX 3/TOUMNHIB, @ TaKOX

¢ 00'EKTU, LLIO MOXYTb CNPUATK ifeHTndIKaLiT Takmx ocib y pasi, KO
0Cob6u, MOB'A3aHI 3 HAMW, He BCTaHOBEHI'®.

CyZ TaKOX KOHCTaTyBaB NPaBOMIPHICTb CTEXEHHS 3@ 0C06010, iKa He Mig03-
PHOETLCA B 3/104MHI, ane MoXe MaTu BaxJMBY iHGOpMaLlito, NpoTe 3a yMOo-
B/ YTOUHEHHS MPakKTUYHOrO 3aCTOCYBaHHSA TaknMx HOpM'’,

3 Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 299.

' Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 246.

> Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), nn. 300, 301.
s Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 302.

7 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 245.

PV VUV VVVFVIVV97 9 Y777 V9 T YT YTV X



1.2. Tpusasicms 3ax00i8 MAEMHO20 CMeX(eHHS

3aKOHOZAABCTBO NOBMHHO YiTKO BCTAHOBMHOBATW CTPOK Ail CyA40BOro L0380y,
YMOBW A0ro NOHOB/IEHHS Ta 06CTaBUNHM, 3@ AKUX BiH NiANAra€ CkacyBaHHIO™®,

Y cnpasi Roman Zakharov v Russia Cyf, BU3HaB YiTKUMW HOPMW MPO LLECTUMI-
CAYHNI CTPOK CaHKLiOHyBaHHA'". Y cnpasi Pietrzak and Bychawska-Siniarska
and Others v Poland — TpuMicauHNI cTPOK?°. HAaTOMICTb MOX/UBICTb MNPOo-
AOBXeHHS 403B0/Y A0 ABOX POKiB Y cnpasi Ekimdzhiev and Others v Bulgaria
BuKAnKana B Cysy 3aHenoKOeEHHA?'.

LLloao npoueaypwv npoaoBXXeHHA. €ECIJ1 cxBanbHO OLIHMB NPaKTUKY, KO-
NN CYAAA NPOAOBXYE CTPOK AviLLe MicaA MOBTOPHOro pPo3rasaiy Martepianis
(y cnpasi Roman Zakharov v Russia)*? abo NOBHOr O 3BiTy NPO pe3ynbTaTu BXe
npoBezeHoro ctexeHHs (Ekimdzhiev and Others v Bulgaria)?®. BogHo4ac y cnpa-
Bi Pietrzak and Bychawska-Siniarska and Others v Poland Cyz 3BepHyB yBary Ha
ObMeXeHHS 3arasibHOI TPYBANOCTI CTeXeHHS (He binbLue HixXX 18 micauiB)®.

1.3. [Topsdok 36epicaHHSA, docmyny, 8UBYEHHS, BUKOPUCMAHHS, hepedayi
ma 3HUWEeHHS nepexonaeHux 0aHuXx

Y cnpasi Roman Zakharov v Russia €CINJT NO3UTUBHO OLiHNB HOPMW, 3rigHO
3 AKUMW JaHi CTAHOBAATL Jiep>XXaBHY TaEMHULO, 36epiratoTbCs Nig neyar-
KO, a 4OCTYMN MatoTb NIMLLIEe YNOBHOBAaXeHi 0Co6U 3 Bi4MOBIgAHUM AOMYCKOM.
Takox 6yf10 YiTKO BMU3HaYeHOo npoueaypy nepejavi 4aHX NpoKypaTypi Ta
YMOBW IX BUKOPUCTAHHSA K AOKa3iB Y KPUMiHa/IbHOMY MPOBaJXXeHHI».

HaTomicTb y cnpasi Ekimdzhiev and Others v Bulgaria €CIJ1 BU3HaYMB TaKi
HeZONIKN: BiACYTHICTb MOMIOXeHb NPO NOPSLOK 36epiraHHs, HeobmexeHe
KOJ10 0Ci6 i3 LOCTYNOM, BiACYTHICTb rapaHTil LinicHOCTi MaTepianis i 3aranb-
HOZLOCTYNMHWVX NPaBW/ WOAO MepeBipKn «MepBUHHOIO 3arnmncy» Ta «noxia-
HOro HOCiA iIHQOpMaLLii»®®.

'8 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 250; Centrum fér rdttvisa v Sweden
App no 35252/08 (ECtHR, 25 May 2021), n. 331.

s Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 251-252.

2 pjetrzak and Bychawska-Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May
2024), n. 202.

21 Fkimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 305.
22 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 251-252.
2 Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 305.

2+ Pjetrzak and Bychawska-Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May
2024), n. 202.

2 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 253.
2 Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 236-237.
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LLloao 3HMLWEeHHA maTepianiB. €CIJ1 cxBanvB 3HULWEHHS AaHUX Yepes
LLiCTb MiCALIB, AKLLLO 0CObi HEe BUCYHYTO 06BMHYBayYeHHNA?’, MpoTe Po3Kpu-
TVKyBaB nepejadyy rnpaBa Ha 3HULLLEHHSA BUHATKOBO creucnyxbam 6e3 30-
BHILLHbOIro KOHTPOJIH0?8, BIACYTHICTb CNewuianbHUX NPaBu WOA0 3HULLEHHSA
OTPUMAaHUX A0Ka3iB?°, @ TaKOX AOPYYEHHSA npoueaypu 3HULEHHSA Nocaso-
BUM 0CO6aM Zep>KaBHUX CNYX6, AKi 34INCHIOOTL CTEXEHHS Ta He Niagnsra-
FOTb XXOAHOMY 30BHILLUHBbOMY N He3aJIeXKHOMY KOHTPO/1+0.3°

MNMoHaga Te, y cnpasi Denysyuk and Others v Ukraine €CIJ1 po3KpUTVKYBaB
3aceKpeyYeHHs 3annciB Npo 3HLLEeHHS 6e3 XXOAHOro MOsSICHEHHS MPUYKH,
yepes LWo 0coba, Aka NnepebyBac Mij HarNs40M, He Ma€ MOX/IMBOCTI Nepe-
BIipUTW, Um 1l KOHIZeHLUINHI abo HepeneBaHTHI AaHi bynn Hacnpasai BU-
AaneHi®'. Okpim Toro, €ECMNJT HeOAHOPA30BO HAro/0LLYyBaB HA HEOOXiAHO-
CTi HEraMHOro 3HULLLEHHS AaHWX, SKi 6inblUe He CTOCYHTbCS MeTu, 3 AKOH
iX oTpUManmn®?.,

HaoctaHok, y cnpasi Denysyuk v Ukraine HeJONiKOM BM3HAHO BiACYTHICTb
aNropuTMYy Ai Npu NepexonsieHHi KOHPIAeHLUinHOT pO3MOBK afBoKaTa
3 KJTIEHTOM,

1.4. [Jo3eisn Ha cmexeHHs

Y Mexax uboro kputepito €CIJ1 ouiHIOE cTaTyC opraHy, Wo Haja€ A03Bin,
06CAr MOro NOBHOBAXeHb | 3MICT CaMOro A4oKyMeHTa,

1.4.1. Op2aH, ynosHosaxceHUlU Hadaeamu 0038i/1 HO CMeXceHHs

Cya Hajae nepesary cy40BMM OpraHam. HecyA0Bi opraHu AonyCcTUMI viLLe 3a
YMOBW 1X MOBHOI HE3aN1eXHOCTI BiJ, BMKOHaBYOI Blagwn®. /1o npuknagy, y cnpa-
Bi Ekimdzhiev and Others v Bulgaria L03BiN Ha CTEXEHHSA Mir HagaBaTu nLue
r0/10Ba KOMMNETEeHTHOro CyAy abo MOoro NPAMOo YNOBHOBAXEHWI 3aCTYMHNK®,

27 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 254-255.
22 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 254, 256.
2 Fkimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 329.

% Pjetrzak and Bychawska-Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May
2024), n. 213.

31 Denysyuk and Others v Ukraine App nos 22790/19 and 3 others (ECtHR, 13 February 2025), n. 109.

32 Pjetrzak and Bychawska-Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May
2024), n. 211, Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 255.

33 Denysyuk and Others v Ukraine App nos 22790/19 and 3 others (ECtHR, 13 February 2025), n. 111, 113.
3 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 257.

33 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 258.

% Fkimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 308.
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1.4.2. 06cA2 N0BHOBAXCEHL OP2AHY, YNOBHOBAMEHO020 HA0a8amu 0038i/

OpraH, K1 HaJa€ L03BiN, MOBUHEH NepeBipATN HAABHICTb 0BI'PYHTOBAHOI
NiZ03pY Ta NPOMOPLAHICTE BTPYYAHHS (U MOXHA LOCATTU MeT/ MEHLLU iH-
TPY3VBHUMU 3acobamun)®’. Hegonikom €CIJ/1 BU3HAB HEHAaZAHHSA CyAAi NOB-
HUX MaTepianis (30KpemMa, TaKTUKN NPoBeLeHHSA OnepaTBHO-PO3LLYKOBUX
3aX0Z4iB, JaHWNX NPO iHGOPMATOPIB TOLLO), L0 OOMEXYE 34aTHICTb Cyay Ha-
NIEXXHVM YVHOM OLHNTU CUTYaLLito38,

1.4.3. 3micm 003804y HQ MAEMHE CMeX(eHHs

Y [03BONI HA TAEMHE CTEXEHHSA Ma€ BYTU YiTKO BKa3aHO KOHKPETHY 0COo-
6y, 3a IKOK0 BeleTbCs CTeXeHHs, abo okpeMe MpUMILLEeHHS K 06'eKT, LLO-
[0 AKOro BUAAHO Lel A03Bin%, a TakoX MipKyBaHHS CyAdi ANS OBrpyHTY-
BaHHSA CBOro piLleHHS,

Y cnpasi Roman Zakharov v Russia Cy yka3aB Ha BiAICYTHICTb BUMOT LLOAO 3MiCTy
[,03BOJ1y Ha NPOC/yXOBYBaHHS, LLIO HaZa€ opraHam rnpaBonopsaaky Ayxe Lu-
POKi AncKpeLinHi noBHOBaXeHHA*'. Tak camo B cnpasi Pietrzak and Bychawska-
Siniarska and Others v Poland 3akoHOZaBCTBO He BM3HAaYasn0 3MiCT JO3BOY,
a TaKOX He Yy BCiX BUMNaZKax BYMarano BKasyBaTu NiACTaBU 419 PiLLeHHS*,

OKpiM TOro, 3riAHO i3 3aKOHOAABCTBOM, MPOaHanisoBaHVM y cripaBax Roman
Zakharov v Russia, Ekimdzhiev and Others v Bulgaria T1a Denysyuk and Others
v Ukraine, opraH, aknii 3BepTa€ETbCs MO A03BiN, TAaKOX MA€E 06I'PyHTYBaTU
CBI 3annT A0 CyAAi, a CYyAAa MOXe BUMaraTy BiZ HbOro niATBepaxxyBabHi
MaTepianun, AKWOo BOHW He Bynn A0AaHI A0 KNOMOTaHHS®,

1.4.4. HazaneHi npoyedypu

Cnpasa Roman Zakharov v Russia cTocyBanaca HalioOHalbHOro 3aKOHO-
AAaBCTBa, Lo nepeabavano «npoueaypy HaralibHOCTi» — MOX/IUBICTb

3 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 260.

% Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 261; Pietrzak and Bychawska-
Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May 2024), nn. 206, 209.

3 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 264.

4 Pjetrzak and Bychawska-Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May
2024), n. 207.

4 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 265.

42 Pjetrzak and Bychawska-Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May
2024), n. 207.

3 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 259; Ekimdzhiev and Others
v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 309; Denysyuk and Others v Ukraine App nos
22790/19 and 3 others (ECtHR, 13 February 2025), n. 94-95.
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B eKCTPEHWX BUNAaAKax 34iMCHIOBATN CTeXeHHSA 6e3 nonepejHboro Cyso-
BOro A03BOJly MPOTAroM He b6inblue HixXX 48 rognH. Npo KoXeH Takuii BU-
NafoK HeObXiAHO MOBIZOMUTU CYyAAI MPOTAroM 24 roAuH i3 MOMeHTY Mno-
yaTky. AKWOo 3a 48 roAgvH CyA0BUIA J03BIN HEe BUAAHO, CTEXEHHS MaE byt
HeraHo NpPUNuHeHo*,

€CTJT BU3Ha4MB AK HeoNiK BiACYTHICTb 0O6MeXeHb Y 3aCTOCYBaHHI «Mnpo-
LeAypWy HaraibHOCTI» LLLOAO CTEXEHHS, SKe 34INCHIETLCA Y 3B'A3KY 3 NOoAi-
AMU ab0 AiANBHICTHO, WO 3arpoXyThb HaLiOHAabHIM Ta iHLWXM TUNam bes-
nekun. /10 TOro X, xo4a 3aKOHOZaBCTBO BVIMArae HeranHoro iHpopMyBaHHS
CYyAA4I NPO KOXeH BMMNAaLOK HaraJibHOro rnepexonaeHHs, BiH MOXe nuLle
CaHKLIOHYBaTV NPOAOBXEHHS TakMX Ail. [IpoTe He Mae NOBHOBAaXeHb OLli-
HIOBATU, UM HaraJibHICTb BUKOPUCTAHHSA npoueaypu 6yna BrUnpaBaaHoOo,
ab0o yxBasnoBaTW piLLeHHS NPO 36epexeHHsA Y 3HULLEHHS BXe OTpUMa-
HUX MaTepianis®.

HaTomicTb y cnpasi Ekimdzhiev and Others v Bulgaria €CINJ1 N0O3UTUBHO OLLi-
HMB 3aCTOCYBaHHS L€l npouesypu, SKLLO icHYe 6e3nocepedHs Hebesneka
BUMHEHHS TAXKOro YMUCHOIO 3/104MHY abo 6e3nocepesHs 3arpo3a Hau,i-
OHasNbHI 6e3neui. Cyaas NOBUHEH NPOTAroM 24 rogMH OUIiHUTK Ta peTpo-
CNeKTUBHO 3aTBEPAUTN HEOBXIAHICTb TakMX AilA, @ TaKoX yxe nposejeHe
CTEXEHHS Ta MOoro pesynbTaTh abo X ornepayito NOTPIGHO NPUNNHUTI,

1.5. KoHmMpose 30 30iUCHEHHAM MAKux 30x00ie

€CIMJ1 HanpautoBaB pakTopy A1 BUSHAYEHHS AOCTAaTHOCTI MexaHi3MiB Har-
NAAY, a CaMe Taki: He3aNexHIiCTb OpraHiB Harna4y, IXH KOMMeTeHL,is N NoB-
HOBaXEHHS Ta MOXJINBICTb ePpeKTVUBHOIo rPOMaACbKOro KOHTPOJIH0 3a PO-
60TO LMX OpraHis®.

1.5.1. He3asexcHicme op2aHie Ha2a50y

€CIJ/1 BCTaHOBWB, LLO, X04a 6aXkaHO fopyYaTn HArNAA40BUN KOHTPO/b CyA-
Ai, Harna4 HeCyJ0BMM OPraHoM MOXJ/IMBUI, AKLLO BiH HE3anexHWn Bifj op-
FaHiB, SIKi 34IMCHIOKTL CTEXEHHS, | HAAiIeHW AOCTaTHIMY NOBHOBAaXeH-
HAMW Ta KOMMNETeHLUE0 ANA 34iINCHEeHHS eheKTVUBHOro Ta be3nepepBHOro
KOHTPO0,

4 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 266.
4 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 266.
4 Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 323.
47 Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 334.
4 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 275.
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Y cnpasi Roman Zakharov v Russia €CINJ1 MaB CyMHIBU LWOAO He3aneXxHOoC-
Ti NPOKYPOPIB, yNOBHOBAaXeHWX 34iINCHIOBATN HArNs4 Bij BUKOHABYOI BNa-
A%, WO 3yMOB/IEHO TXHIM NPU3HAYEHHAM i 3BifIbHEHHAM [eHepasibHUM
NPOKYPOPOM MiCNA KOHCY/bTaL,ii i3 perioHanbHVMM OpraHamMm BUKOHaB-
Yol Bnagn°.

Tak camo B cnpasi Ekimdzhiev and Others v Bulgaria €CI1/1 3a3HauuB, L0
HeMae rapaHTii, Wo BCi YieHn HauioHanbHOro 6ropo — roJIOBHOro Har-
NIAA0BOro opraHy — A0CTaTHbO He3aJieXHi Bif opraHis Bnagmn, AKMx BOHN
NOBUHHI KOHTPOOBATK, agXe nicnga BiAbyTTA 5-piuHOro TepMiHy MatoTb
NpaBo NOBEepPHYTUCH Ha nonepeaHi nocagn®' Ta nepej Npr3HayvYeHHAM Ha
nocazn NOBUHHI MPONTK NepeBipKy 6e3nekn og4HUM i3 TUX OpraHis, po6o-
TY AKX BOHW KOHTPONOHOTE?,

Y cnpasi Pietrzak and Bychawska-Siniarska and Others v Poland €CINJ1 nocTta-
HOBWB, LLIO NiANOPAAKOBAHICTL MPOKYpopiB [0/10BHOMY NpoKypopy Hauio-
HaNbHOI NPOKypaTypu, MMOBIPHO, 3arpoXYE IXHi 34aTHOCTI 34iICHIOBaTN
He3anexHMn Harnag>.

1.5.2. KoMhemeHyisi ma no8HOBAX(eHHS 0pP2aHie Ha2a50y

€CI1J/1 3a3HauuB, L0 HArNsA0BUM OpraH NOBMHEH MaTu AOCTYN A0 BCiX Bil-
NOBIAHUX JOKYMEHTIB, 30KpeMa 3aKpUTUX MaTepianis, i WO BCi, XTO bepe
y4acTb Yy rnepexonieHHi, 3060B'A3aHi po3kpmBaTh byab-aKi NOTPIOHI MoMy
MaTepiann*,

Y cnpasi Roman Zakharov v Russia Cys ykasas Ha HeZoMyCcTUMICTb B/Be-
AEeHHSA TaKTUKW N MeTOZAiB cnewucnyx6 3-nig NpoKypopCbKoro Harnsay®. Oc-
HOBHVM HeZONiKOM cucTeM y cripaBax Ekimdzhiev and Others v Bulgaria Ta
Pietrzak and Bychawska-Siniarska and Others v Poland 6yno BU3HaHO BiACYT-
HICTb Y KOHTPOJIEpPIiB (MPOKypaTypu, 6OPO UM NapiaMeHTCbKVX KOMITeTIB)
peasibHUX BaXenis BN/anBY. BOHU He Manm NoBHOBaXXeHb aHy/1t0BaTn J03-
BOJIN, MPUMNVHATN HE3aKOHHe CTeXeHHHA abo BngaBaTy 060B'A3KOBI Haka-
311 NPO 3HVILWEHHA HeNMpPaBOMipHO OTPUMaHMX AaHUXC.

4 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 279-280.
0 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 279.

st Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 339.
2 Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 340.

3 Pjetrzak and Bychawska-Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May
2024), n. 233.

% Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 281.
55 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), nn. 277, 281.
% Fkimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), nn. 343-345; Pietrzak and
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1.5.3. Moxuiugicme e¢ekKmugHo20 2pOMAOCLKO20 KOHMPOIHO
30 pob0mMOoK OpP2aHi8 Ha2/149y

Y cnpasi Roman Zakharov v Russia, €CI1J/1 3a3HauuB, LLIO, XO4 MPOKYypopw, AKi
34INCHIOTL Harnag, i NOBUHHI 6ynn nogaBaty [eHepanbHii NpokypaTtypi
NiBPIYHI 3BiTV 3 AeTa/IbHMM OMNMCOM pe3yibTaTiB NepeBipok, Lj 3BiT CTOCY-
Ba/INCA BCIX BUAIB ONepaTVBHO-PO3LLYKOBKX 3aX04iB, 06'€AHaHNX pa3om, 6e3
BVIOKPEM/IeHHs NnepexorieHb. Taki 3BiTn 6ynn KoHIAeHUINHMN i HeZoCTyn-
HVIMV FPOMAaACLKOCTI, MPU LbOMY MICTUAN NLLE CTaTUCTUYHY iIHQOPMALLitO,
6e3 yTOUHEHHSA XapakTepy nopyLLeHb abo 3axX04iB, BXUTUX 415 IX YCyHEeHHS>’.

1.6. [logidomaeHHA npo 30iliCHEHHA cmexXeHHA ma docmynHi 3acobu
npaeogo20 3axucmy

KntouoBi pakTopy — HasBHICTb BUMOTU LLLOAO NOBIAOMIEHHSA 0CO6M NPO CTe-
XKEHHS Ta 3aN1eXHICTb 3aC06iB MPaBOBOro 3aXMUCTY Bij Takoro NoBigoMAeHHSE,

€CIJ1 BU3HaE, WO Ha NpakTuLi He 3aBXAM MOXJ/IMBO B/MAaraTu noBiJoM-
NIeHHS B YCix BUNaakax. [MoBiA0MIeHHSI KOXHOT 0C0bU, Ha SKY MOLUVPHETb-
CA CTeXEHHHA, MOXe NOCTaBUTK MifJ 3arpo3y Moro LOBroCTPOKOBY MeTy>?,
OjHak 3a BiACYTHOCTI 3aC06iB NPaBOBOro 3axXUCTy, AOCTYNHUX 6e3 none-
peAHbOro MoBILOMIEHHS, BOHO 060B'A3KOBe B YCiX B/MNAAKaX, LLOWHO Le
MOXHa 3p06UTK 6€3 LLIKOAN ANS METU 34INCHEHOr0 CTeXeHHNA®,

Y cnpasi Roman Zakharov v Russia, 3a3HaveHo, Lo 0Ci6, Yni NoBiAOMIEHHS
NPOCAYyXOBYBaNNCA, He iIHGOPMYHOTb MPO Ler dakT 3a XOA4HUX 06CTaBUH®.
LLlo6 maTu 3MOry nojaTu 3annT Ha iHbopMaL,ito NPO BiAMOBIAHI AaHi, B OCO-
611 MatoTb BYTV NEBHI BIZOMOCTI NPO ONepaTUBHO-PO3LLYKOBI 3aX04M, AKUM
BOHa niggasanacs, a iHpopmauis nMpo NpocyxoByBaHHA HAZAETbCA NLLE
3a Ay>Ke obmexeHnx 06CcTaBnH®?,

Tak camo B cripasi Pietrzak and Bychawska-Siniarska and Others v Poland nonbcb-
Ke 3aKOHOAABCTBO He nepeAbayano >XOAHOro MexaHi3My NoBigOMIEHHSt 0cobu,
OKPiM BUMNAaZAKIB, KON NPOTY BiANOBIAHOI 0CO6V MOPYLLEHO KPUMiHaIbHE NPo-
Ba/DKEHHS, @ nepexonieHi JaHi BAKOPUCTOBYHOTLCA SK 0Ka3M B MPOBaKeHHI®3.

Bychawska-Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May 2024), n. 234-235.
57 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 283.
8 Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 348.
% Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 287.
% Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 349.
8 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 289.
% Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 290.
& Pjetrzak and Bychawska-Siniarska and Others v Poland App nos 72038/17 and 25237/18 (ECtHR, 28 May
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Y cnpasi Ekimdzhiev and Others v Bulgaria 0cobi, 3a IKOl0 BeNOCS TaEMHe
CTeXEHHS, MOBIZOMASETLCA MPO HbOMO INLLE Y BUNAAKY, AKLLO Le Bigbyno-
CS1 3 NOPYLUEHHSIM 3aKOHY | CTOCYETLCS TiNbKU Gi3UYHUX 0Ci65,

HaTtowmicTb y cnpasi Denysyuk and Others v Ukraine 3aKOHOLaBCTBO BMMa-
rae NoBiAOMNIEHHSA CYyb'eKTiB CTEXEHHS NPOTArom 12 MicauiB nicnsa Moro
3aBepLUeHHs (abo nicna cysoBoro po3rnsagy), wo €CIJ1 po3uiHnB Ak «gio-
4YymHuUUl KpoKk eneped», ane 3a3HauymB, LLO NOBILOMNIEHHS epeKkTVBHe nuLLe
TOAi, KON CYNPOBOAXKYETLCA AOCTYNOM A0 GaKTUYHUX i NPaBOBKX MiACTaB
BTPYYaHHA®.

LLlogo 3aco6iB npaBoBOro 3axXMCTy. Y cnpasi Roman Zakharov v Russia €CI1/J1
AINLLOB BMCHOBKY, LLLO CKapra A0 KepiBHMKA NocagoBLsa abo Npokypopa He
€ epeKTMBHNM 3aC0H60M NPaBOBOro 3aXUCTY, OCKiNIbK 3BEPHEHHS A0 6e3no-
cepefHbOro KepiBHMKa OpraHy, Aii AKOro 0CKapXyrTbCs, a TAKOX MPOKYpPO-
pa He BiANOBIAAE HEOOXIAHVM CTaHAAPTaM He3anexHoCTi®. HaTomicTb 3a-
CO6M NPaBOBOro 3axUCTy Nepes CyAO0M AOCTYMHI Ave ocobam, ki MaroTb
iHpOPMAaLLit0 MPO MNPOC/YXOBYBaHHS IXHiX MOBIAOM/IEHb. IXHS epeKTUBHICTL
Ni4PNBAETLCA BIACYTHICTHO BUMOT Y NPO MOBIAOMAEHHS Cy6'eKTa MPOC/yXoBYy-
BaHHSA ab0 HaNeXHOI MOX/IMBOCTI 3BePHYTUCA L0 OPraHiB BNaAW 3 NPOXaH-
HAM HaZaTn iHpopMaLLito MPO NPOCIYXOBYBAaHHA Ta BpeLUTi oTpuMaTy 1i®’.

Y cnpasi Ekimdzhiev and Others v Bulgaria 3acoby NpaBoOBOro 3axucTy Ta-
KOX 6ynu BU3HaHI HeedeKTUBHUMMN, OCKISIbKU AesAKi 3 HUX He MOrin 6yTu
peanizoBaHi 3a BiACYTHOCTI nonepeAHbOro rnoBigOMIEHHS, He MO BYTU
BUKOPUCTAHI HOPUANYHNUMN 0COBaMK®e, a TakoX Byin obmMexeHi rpoLlo-
BUM BiALIKOAYBaHHAM 6e3 MOXANBOCTI CYyAiB BUAABATU PO3MNOPSALKEHHS
NPO 3HVLWEeHHA MaTepianiB CTeXeHHA®.

Y cnpasi Denysyuk and Others v Ukraine €CI1J1 BU3HAaB, WO YKpaiHCbKe 3a-
KOHOZABCTBO He Ma€ AOCTATHIX npouecyanbHUX rapanTivi. Cepes HehoNi-
KiB Taki:

¢ HEeMOX/IMBICTb CAMOCTIMHOIO iHiLitOBaTN NOAAHHA CKapr BigMNOBIAHO
po crater 303 abo 309 KIK YkpaiHn’®,

2024), n. 240.
& Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 349.
& Denysyuk and Others v Ukraine App nos 22790/19 and 3 others (ECtHR, 13 February 2025), n. 120-121.
% Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 292.
7 Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015), n. 298.
& Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 352.
% Ekimdzhiev and Others v Bulgaria App no 70078/12 (ECtHR, 11 January 2022), n. 353.
70 Denysyuk and Others v Ukraine App nos 22790/19 and 3 others (ECtHR, 13 February 2025), n. 126.
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¢ BiACYTHICTb Y CyAAIB NepLUOl iIHCTaHLLT KOHKPETHMX MOBHOBaXeHb re-
PeBipATN HEOBXIAHICTb CTeXeHHS abo MipKyBaHHS CyAAi, AKNA HaaB
nepBUHHWIA fo3Bin (ctatta 315 KIMNK YkpaiHn)';

¢ BiAMOBa HaAaTW AOCTYN AO «CEeKPeTHUX» CyaAOBUX PilLleHb’?;
A A AOCTYN A4 YA

¢ BiACYTHICTb AVCKPEeLiMHNX MOBHOBaXeHb, SKi icHyBanv B KpuMiHasb-
HO-NpoLecyasbHOMY kogekci 1960 poky, Lo A03BONANN CYAAAM BU-
HOCUTW «OKPEMI piLLeHHSA» MPO BU3HAHHSA MOpYLUEeHHSA Npas’? ToLwo.

2. Bumoru €sponemncbKkoro akta npo cesoooay meaia (EMFA
wofo iHTE¥3MBHOFO CTEe)XeHHSA 3a )K¥EHa.l1iCTaMM

PernameHT (€C) 2024/1083, BisOMW K EBPOMNENCHKN akT NPo CBOHoAYy Mejia
(EMFA), BCTaHOB/HOE HAA3BNYANHO BUCOKW CTaHAAPT 3aXUCTY Bij, BAKOPUCTaH-
Hs1 MPOrPaMHOro 3abe3neyeHHs AN IHTPY3VBHOMO CTEXEHHS 3a XKyPHasiCTaMu.

EMFA BM3Ha4vae nogibHe nporpamMHe 3abe3neyeHHs K NPOAYKT, 34aTHUN
34iVICHIOBATN HECAHKLIOHOBaHEe CTeXEHHS LUNAXOM MNepexornieHHs rnosi-
AOMNEHb, JOCTYNY A0 KOHTEHTY, akTuBaLil MikpodoHa / Kamepu uum 360py
reonoKauinHUX AaHMX 6€e3 BifoMa KopucTyBada’,

Tak, ctatta 4(3)(c) EMFA BCTaHOBIOE, WO 3aXUCTY Bif IHTPY3UBHOIO CTe-
XEeHHSA MigNaratoTb NpoBanAepu Megianocnyr (MegiaopraHisay,ii), pesakuin-
HU NepcoHan Ta XypHanictn (3okpema, punaHcepu), YneHn iXHiX cimein
Ta 0Co6K, AKki NepebyBalOTb y perynasapHUX NpmBaTHMX abo NpodecinHmnx
BIAHOCUHAX i3 HUMW (Hanpukaad, IT-NigTpUMKa, ropuUCcTn Megia)’.

BigcTyn Bi4 BMMOr BIANOBIAHOI CTATTi AO3BOJIEHNIN 3@ YMOBU AOTPYMAHHS
TaKUX KYMYNATUBHNX BUMOT®:

1. 3axig mae 6yt nepesbaveHnin 3aKkOHO4aBCTBOM €C ab0 HaLUiOHaIbHUM
3aKOHOAABCTBOM, a TaKoX Bignosigatn ctatTi 52(1) XapTil €C, iHWMM 3a-
KoHam €C.

2. 3axig Mae 6yTy BUNpaBAaHNI y KOKHOMY KOHKPeTHOMY BUMAaAKy nepe-
BaXalUMM CyCriibHUM iHTepecoM Ta byTy MPONOPLiHUM.

"' Denysyuk and Others v Ukraine App nos 22790/19 and 3 others (ECtHR, 13 February 2025), n. 127, 129.
72 Denysyuk and Others v Ukraine App nos 22790/19 and 3 others (ECtHR, 13 February 2025), n. 119, 130.
3 Denysyuk and Others v Ukraine App nos 22790/19 and 3 others (ECtHR, 13 February 2025), n. 123.

7 EMFA, lpeambyna, n. 25.

75 EMFA, u. 3 cm. 4.

76 EMFA, 4.4. 4-5 cm. 4.
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3. HeobxigHnin nonepegHin 03BN Cy40BOro opraHy abo He3anexHoro Ta
HeyrepeayXeHoro opraHy (y HeBiAKNaAHWX i HAaNeXHUM YMHOM 06rpyH-
TOBaHUX BUMaAKax A03Bi/1 MOXHA OTPUMATK NiCNA 3aCTOCYBaHHSA 3aX0-
Ay «6e3 HeBUMNPaBAAHOT 3aTPUMKIN»).

4. CTexKeHHs MOXe 3JiCHIOBATNCA BUHATKOBO 3 METOH PO3C/ifyBaHHSA
B TaKMX KaTeropiax KPUMiHaNbHO-MPOTUMNPABHUX AidHb:

a. [JisHHs, nepeabaveHi ctatTeto 2(2) PamkoBoro pieHHs 2002/584/JHA
NpO EBPOMENCHKUI OpAep Ha apeLuT, AKLO 3a HUX nepebayeHo
NoKapaHHA y BUrNA4I No3baBneHHsA BOMi Ha CTPOK He MeHLUe HiX
3 pokn”’.

b. Byab-AKi iHLWI TAXKI 3104YNHW 3ri4HO 3 HaUiOHaIbHUM 3aKOHO/aB-
CTBOM, AKLLO 3@ HUX NepeabayeHO NoKapaHHS y BUrIsA4i no3basneH-
HA BOJi Ha CTPOK He MeHLUe HiXX 5 pokiB.

3. PeKomeHEaHi’l' LLLOAO BAOCKOHANIEHHS KINK YKEa'l'HM ans
3axucTy )K¥E|-|anic1'CbKMx K0M¥HiKaHiﬁ

3.1. BusHa4yeHHs 0CHOBHUX mepMiHie Kodekcy

CTtaHOM Ha 3apa3 KpuMiHanbH1in npouecyanbHUin kogekc YkpaiHu (KIMK)
MICTUTb MONOXEHHS MPO «3HATTH iIHPOpPMaL,il 3 TPAHCNOPTHUX TeneKoMy-
HiKaLinHUX Mepex» (CTaTTa 263) Ta «3HATTA iHQOpMaLii 3 eNeKTPOHHUX iH-
dopmMaLinHnxX cuctem» (cTatta 264). O4HaK y HUX HE PO3PI3HAETLCA 3BUYaA-
He nepexonieHHs Tpadiky Ta BAKOPUCTaHHA NPOrpamMHoOro 3abesneyvyeHHs
NS IHTPY3MBHOIO CTEXEHHS, IKe 3a CBOEH NMPUPOLOHD € BCEOXOMHUM «06-
LLIYKOM>» MPUBATHOIO XUTTH 0CObu.

HeobxigHo gonoBHUTY YacTuHy 1 ctaTTi 3 KIMNK YKpaiHn Taknm BU3HaYeH-
HAM MOHATTA «iHTPY3MBHE NMporpamMHe 3abe3neyvyeHHs AN CTeXEeHHS»:
«ByAb-AKNI MPOrpaMHUiA NPOAYKT, MPU3HAYeHVIA ANA TAEMHOrO Bigaasne-
HOro JOCTyny A0 eNeKTPOHHOI iIHpopMaLiNHOT cncTtemMm abo 1l YacTUH, LLO
L,03BOJISIE 34INCHIOBATV MOHITOPWHT AiA KOPUCTYBaya, NepexonjeHHd Ta
UYMTAaHHA TEKCTOBWX, ayAio- Ta BiZeonoBifoMIeHb (30kpeMa, 3alunppoBa-
HUX), OTPUMAHHS reoNoKaLIMHNX AaHUX, @ TAaKOX ANCTAHLUINHY aKTVBaL,ito
MikpodoHa abo kamepu NPUCTPOLO be3 BiJOMa BNACHUKA».

OKpiM LbOro, BapTO BpaxyBaTy, LLO 3aXMCT Ma€ NOLUVPIOBATUCH He finLie
Ha >XypHanicTiB, a 1 Ha peAaKTopiB, NpPaLiBHVIKIB pejakuii, cyb'ekTiB y chepi

77 Pamkose PiweHHs Padu eid 13 yepeHsa 2002 poky npo esponelicbkulli opdep Ha apewim ma npoyedypu ne-
pedauyi npasonopywHuUKi8 M depxcasamu-4aeHamu (2002/584/H0BC), 4. 2 cm. 2.
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Mejia Ta iHWNX 0Cib, ki Yepes cBOI NpodeciHi 060B'A3KM UK iHLLI pery-
NAPHI BIAHOCMHM MOXYTb MaTV iHQOpPMaLLit0 NPO XYPHAaNICTCbKi Axeperna.

EMFA TakoX 3axuLLlae He fivLle 3MICT KOMYHiKaui, a n iHpopmaLiito, ska
[,03BOJISIE BCTAHOBUTW ZXXepesio. ToMy BapTo 3abe3neynTy, Wob rapaHTii
3aXM1CTy MoLmMproBannca Ha IP-agpecwn, XypHann 3'eaHaHb, JaHi reonoka-
Lii, GiNIHM Ta IHLWI KOMYHiKaLinHI MeTajaHi.

3.2. Kpumepii caHkyioHyeaHHa HCP/

HeobxigHO BHeCTW 3MiHW A0 YacTUHK 3 cTaTTi 248 KIMK YKpaiHw, Bi4NoBiA-
HO [0 SKUX CNiAYNIA NOBVHEH A0BeCTW, LLO BCi iHLWI AOCTYMHI MeHLU iHTpY-
3VIBHI MeToAM 6y 3aCTOCOBaHI, 04HaK He Aann pe3ynbTaTy abo Lo BOHY
€ OUEeBUAHO HeepeKTUBHNUMN.

Y yvactuHy 4 ctaTtTi 248 KIMK YkpaiH1 HeobxigHO AoAaTw, Lo yXBania CNijyoro
CYAZLI NPO A03BiN HA NPOBeAEHHA HernacHMX cnigyuumx (poswykosux) it (HCPA)
NOBWHHA MICTUTW KOHKPETHI NPUYHK, YOMY MPaBo 0cCib Ma€e byt obmexe-
He B iHTepecax CycninbCTBa B LibOMY KOHKPETHOMY BUMNaAKy. YxXBana cigyo-
ro cyaai wozo HCP/A, ki MOXYTb BMVHYTU Ha KOHQIAEHLNHICTb XypHanicT-
CbKNX KOMYHIKaLliii, Ma€ MiCTUTY OBrpyHTYBaHHS HEMOXJINBOCTI AOCATHEHHS
MeTW MeHLU iHTPY3VIBHVMY 3aX04aMW Ta OLLIHKY MPOMOPLHOCTI BTPYYaHHS.

3.3. 3axucm KoH@ideHYilHoI iHpopmayil

CtaTTa 258 KIMK YKpaiHu nepeabavae, Lo HiXTo He MOXe 3a3HaBaTu BTPY-
YaHHSA B NpMBaTHEe CNifKyBaHHA 6e3 yxBasn CAiguoro cyaai. 3a4ns 3abes-
neyeHHs KOHOIAEHLINHOCTI «NpuBinerioBaHol iHGopMaL,i», 30KpemMa KoMy-
HiKaLir MK KypHanictamum 1a ixHiMn gxepenamu, ctaTtTio 258 KIMK Ykpainu
Cnig 4ONOBHUTW MONOXEHHAM MPO Te, Lo AKLWO B pasi nposegeHHA HCP/A
6yno 3adikCOBaHO CMiIKYyBaHHSA 0CO6U i3 XXYPHAasiCTOM, LLLO CTOCYETLCSA BU-
KOHaHHSA HUMU nNpodecinHNX 060B'A3KiB, Take CMiNKyBaHHA He MoXe 6yTu
BNKOPWCTaHe AK A0Ka3 Y KpUMiHaibHOMY NpoBaj)XeHHi, OKPiM BUMAa/KIB,
KOMW BiZANOBiZHE BTPYYaHHS NMPsiMo 6yN0 caHKLiOHOBaHe Cy4oM i3 AoTpu-
MaHHSM crnevuiaibHUX rapaHTin, nepesbayeHnX 3aKOHOM.

3.4. 3a6e3neYyeHHA NPasa Ha OCKAPHCEHHS

Ao ctatTi 253 KINK YKpaiHn BapTO BHECTU TaKi 3MiHW:

1. Ocoby, wozo akoi 3gincHoBanncs HCPJ, noTpibHO NoBigoMAATY NPo Le
6e3 HeBMNPaBAAHOI 3aTPUMKM MICNA NPUNUHEHHS BIANOBIAHNX 3aX04iB, K-
LLIO Take MOBIAOM/IEHHS binbLUe He CTBOPHE PU3UNKY A5 JOCATHEHHS Me-
TV KPUMiIHaNbHOMO NPOBaAXKeHHS. TakoX MOXHa PO3rIAHYTU MPONo3unLLito

PV VUV VVVFVIVV97 9 Y777 V9 T YT YTV X



CKOPOTUTKY NepeadbaveHnii FPaHUYHUIA CTPOK MOBILOMJIEHHS OCi6, LLOAO
AKUX 3gincHoBanocs HCP/, 3 12 0 6 MicaLiB Micna NPUNVHEHHSA TakUX Ail.

2. Pa3om i3 Takmm NoBigoMIeHHSAM 0coba MOBMHHA OTPUMATK KOMik0 YXBa-
NN cnigyoro cyaai npo go3sin Ha HCP/J. BoHa mae oTpuMyBaTu AOCTaT-
HIO iIHpopMaLLito Ana ePpeKTVIBHOro OCKapXXeHHSA 3aKOHHOCTI BTPYYaHHS,
y TOMY UYKMCAi JOCTYN A0 iHLWNX CYA0BUX pilleHb i MaTepianis, AKi MOXYTb
6yTN PO3KPUTI 6€3 LLUKOAN ANS 3aKOHHOT MeTU PO3C/iLyBaHHS.

3. TIpakTuKy «3acekpe4vyBaHHS» yxBan nicng 3aBepweHHs HCP/ noTpib-
HO MPUMUHUTW.

Y ctatTi 255 KIMK YKkpaiHm TakoX BapTo nepesdaymnTy, Lo 3HULLEHHS MaTe-
pianis HCPJ, ski He 6y BUKOPUCTaHI B CyAi, NPOBOAUTE KOMICisl 3a y4acTi
NpeACcTaBHMKa OpraHy aZiBOKaTCbKOro CaMoBpsAyBaHHS abo YNoOBHOBaxe-
Horo BepxoBHoI Pagn YkpaiHu 3 npaB NtoANHN (AKLLO BTPYYaHHA CTOCYBa-
nocs npodecinHnx cyb’ekTiB), 3 METOK rapaHTyBaHHS MOBHOMO BUAANIEHHS
iHbOopMaU,ii, Lo CTOCYETLCS MPUBATHOIO XNTTH 0COOW.

3.5 0cobausocmi hpago8o20 peXUMy B0EHHO20 CMAHY

OcobnmnBUI pexxnm KpUMiHanbHOro NPOBaZXXeHHSA B YyMOBaX BOEHHOIO CTa-
Hy, NnepegbayveHunin ctatteto 615 KIMK YkpaiHu, ,03BONSE AeneryBaTii MoB.-
HOBaXXeHHS Cif4oro cyani NPoKypopy B pasi HEMOXNMBOCTI BUKOHAHHS
CYAOM CBOIX QYHKUIN (MYHKT 2 YacTuHM 1 cTatTi 615).

BignoBigHy HOpMY BapTO AONOBHUTW MOJIOXEHHSIM NPO Te, L0 byAb-KUiA
[,03BiN1 Ha npoBeseHHA HCP/A, BuAaHWI NPOKYPOPOM, Ma€ 6yTY NojaHNM
Ha 3aTBepPAXXEHHSA CNniguoMy Cyaai NPOTAromM 72 roAvH Nicnsa BiAHOB/IEHHSA
poboTK cyay. Y pa3i He3aTBepAXXeHHsS oTpUMaHi BHacnigok HCP/Z paHi nia-
NAraroTb HEraMHOMY 3HULLEHHIO, @ X BUKOPUCTAHHSA AK A0Ka3y B KPUMI-
Ha/IbHOMY NMPOBAaKeHHi Ma€ byTM 3a60POHEHO.

3.6. Jodamkosi 2apaHmii

Xoua Usi aHaniTuka 3ocepekeHa caMe Ha 3abesrneyeHHi 3axncTy KOHOigeHL-
NHUX KOMYHiKauii npy HCP/, XXypHanicTCbKi g)kepesia 4acTo PO3Kp1BarTLCA
yepes TVIMYaCcoBUIA JOCTYN A0 TeledOHIB, CepBepiB, eNeKTPOHHOI MOLWTHY, Aa-
HKX ornepaTopiB i NpoBanepiB. TOX OKpeMi aHaNorivHi rapaHTii HeobXigHI Ans
npoueayp TimMyacoBoro goctyny (ctatTi 159-166 KIMK YkpaiHu). Takox BapTo
PO3MNAHYTU 3MiHW LLIOZ0 3anpOoBaXeHHS crewjiasibHOro pexmnMy NpoBeeHHs
06LUYKIB y pedaKkLisax, MesiaopraHizauisx i XypHanicTis i3 NigBULLEHUM CTaH-
[APTOM O6r'pyHTYBaHHS Ta 3a60POHOI0 BUyYeHHSA MacvBiB iIHpopmalLyii 6e3 no-
nepeAHbOro BiAbopy peneBaHTHUX MaTepianis (cTaTTi 234-236 KMNK YkpaiHw).
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BUCHOBKWU

Cy4vacHe KpMiHanbHe npoLecyanbHe 3aKOHOAABCTBO YKpaiHW noTpebye
TpaHcdopMaLii 415 BiANOBIAHOCTI EBPOMNENCbKYM CTaHAAPTaM 3ax1CTy npa-
Ba Ha MPUBAaTHICTb | cBO6OAM Mejia.

KnrouoBmin BUCHOBOK MOISATA€ B TOMY, LLIO MPAaBOMIPHICTb TAEMHOTO CTEXEeH-
HA 3aN1eXNTb He nnLle Big ¢akTy HasgBHOCTI Cy40BOro 403B0J1y, 8 Hacamne-
pes Bif «AKOCTi 3aKOHY», AKNA Ma€ ByTn AOCTAaTHbO YiTKUM, LLLO6 YHEMOXK-
NVBUTW BYy/Aib-siKe CBaBiNNA BUKOHABYOI BNajW.

MpakTyka ECTJT AEMOHCTPYE, LLO BIACYTHICTb AeTani3oBaHUX NPaBu LLO-
[0 TPMBANOCTI 3aX04iB, MOPAAKY 36epiraHHA Ta HEramHoOro 3HULEHHS He-
peneBaHTHUX faHVX aBTOMAaTVYHO NEPETBOPHIE CUCTEMY CTEXEHHS Ha iH-
CTPYMEHT, L0 3arpoXXy€e AeMOKpPaTUYHM 3acajaM CyCninbLCTBa.

Ocob6nrBoI Barv HabyBa€e NUTAHHA 3aXUCTY XXYPHaNiCTCbKOT AiANIbHOCTI: BU-
MOr EBPONerCbKOro akTa Npo ceoboay Megia (EMFA) nepesbayatoTb Heob-
XiAHICTb OBeeHHSA NepeBaXxaryoro CyCriibHOro iHTepecy Ta A0TPUMaHHSA
XOPCTKMX KpUTEPITB LWOAO TAXKOCTI MpaBonopyLUeHb 38415 iIHTPY31BHOIO
CTEeXEeHHSs 3a BiANOBIAHNMMN 0CcObamu.

Ana YKpaiHW Le 03HaYa€e HeobXiAHiCTb 3anpoBagXeHHsa B KpyMiHanbHO-
MY npoLecyanbHOMY KOAeKCi YKpaiHM OKpeMoro rnpaBoBOro pexmmy ans
BUKOPUCTAHHA MPOrpamMHoro 3abesneyvyeHHs 3 METOH iHTPY3MBHOTO CTe-
XEHHS 33 XypHanictaMu K GOpMU HernacHmx cnigumx (po3LwykKoBUX AiiA).
Take perynoBaHHA MOBMHHE YiTKO PO3MEXO0BYBaTV 3BMYaAHE 3HATTA iH-
dopmauii 3 Mepex i NOBHUI LNGPOBUIA «OBLLYK» MPUBATHOIO XUTTS, LLO
CTAaE MOX/IMBNM 3aBAAKN CyHYaCHUM TEXHONOTIAM.
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I The ECtHR was satisfied with a safeguard

The ECtHR was not satisfied with a safeguard

Roman Zakharov v Russia (2015)

Type of interception Targeted interception
Abbreviations OSAA — the Operational-Search Activities Act of 12 August 1995

CCrP — the Code of Criminal Procedure of 18 December 2001
Scope of application 1. Both the OSAA and the CCrP provide that telephone and other communications
of secret surveillance may be intercepted in connection with an offence of medium severity, a serious
measures offence or an especially serious criminal offence (penalty of more than three

years' imprisonment) which has been already committed, is being committed
or being plotted. (8 244)

2. Russian law allows secret interception of communications in respect of a very
wide range of criminal offences, including for example, pickpocketing. (§ 244)

3. Interceptions may be ordered not only in respect of a suspect or an accused,
but also in respect of a person who may have information about an offence
or may have other information relevant to the criminal case. There are no
clarifications in legislation or established case-law as to how the terms are to
be applied in practice. (§ 245)

4. The OSAA also provides that telephone or other communications may be
intercepted following the receipt of information about events or activities
endangering Russia’s national, military, economic or ecological security. Which
events or activities may be considered as endangering such types of security
interests is not defined anywhere in Russian law. (§ 246)
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The duration of secret 1. Both the CCrP and the OSAA provide that interceptions may be authorised
surveillance measures by a judge for a period not exceeding six months. (§ 251)

2. Under both the CCrP and the OSAA a judge may extend interception for
a maximum of six months at a time, after a fresh examination of all the relevant
materials. (8 251)

3. The requirement to discontinue interception when no longer necessary is
mentioned in the CCrP only. The OSAA does not contain such a requirement.
(§ 251)

The ECtHR concluded that Russian law contains clear rules on the
duration and renewal of interceptions providing adequate safeguards against
abuse, however the OSAA provisions on discontinuing surveillance measures do
not provide sufficient guarantees against arbitrary interference. (8 252)

1. Russian law stipulates that data collected as a result of secret surveillance
measures constitute a State secret and are to be sealed and stored under
conditions excluding any risk of unauthorised access. (8 253)

Procedures to be
followed for storing,
accessing, examining,

using, communicating I 2. Data collected may be disclosed to those State officials who genuinely need it for the

ianntirdc?;tr:g':agtghe performance of their duties and have the appropriate level of security clearance. (8 253)

3. Steps must be taken to ensure that only the amount of information needed
by the recipient to perform his duties is disclosed, and no more. (8 253)

4. The official responsible for ensuring that the data are securely stored
and inaccessible to those without the necessary security clearance is clearly
defined. (8 253)

5. The law sets out the conditions and procedures for communicating intercepted
data containing information about a criminal offence to the prosecuting authorities.
It describes, in particular, the requirements for their secure storage and the
conditions for their use as evidence in criminal proceedings. (§ 253)
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» The ECtHR is satisfied that Russian law contains clear rules governing the storage,
use and communication of intercepted data, making it possible to minimise the
risk of unauthorised access or disclosure. (§ 253)

6. The intercept material must be destroyed after six months of storage if the
person concerned has not been charged with a criminal offence. (§ 254, 255)

7. If the person has been charged with a criminal offence, the trial judge must
make a decision, at the end of the criminal proceedings, on the further storage
and destruction of the intercept material used in evidence. (§ 254, 256)

8. The lack of a requirement to destroy immediately any data that are not
relevant to the purpose for which they have been obtained. (8 255)

Authorisation of 1. Russian law contains an important safeguard against arbitrary or indiscriminate
interceptions secret surveillance: it dictates that any interception of telephone or other
communications must be authorised by a court. (8 259)

2. The law-enforcement agency seeking authorisation for interception must
submit a reasoned request to that effect to a judge, who may require the agency
to produce supporting materials. (§ 259)

3. The judge must give reasons for the decision to authorise interceptions. (8§ 259)

4, Materials containing information about undercover agents or police informers
or about the organisation and tactics of operational-search measures may not
be submitted to the judge and are therefore excluded from the court’s scope
of review. (8 261)

5. The judges are not instructed, either by the CCrP or by the OSAA, to verify
the existence of a “reasonable suspicion” against the person concerned or to
apply the “necessity” and “proportionality” test. (8 262)
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6. The CCrP requires that a request for interception authorisation must clearly
mention a specific person whose communications are to be intercepted, as well
as the duration of the interception measure. (8 265)

7. The OSAA does not contain any requirements either with regard to the
content of the request for interception or to the content of the interception
authorisation. (8 265)

» The ECtHR considered that such authorisations grant a very wide discretion to
the law-enforcement authorities as to which communications to intercept, and for
how long. (8 265)

urgency procedure

8. Inurgent cases it is possible to intercept communications without prior judicial
authorisation for up to forty-eight hours. A judge must be informed of any such
case within twenty-four hours from the commencement of the interception. If no
judicial authorisation has been issued within forty-eight hours, the interception
must be stopped immediately. (§ 266)

9. Although in the criminal sphere the OSAA limits recourse to the urgency
procedure to cases where there exists an immediate danger that a serious
or especially serious offence may be committed, it does not contain any
such limitations in respect of secret surveillance in connection with events
or activities endangering national, military, economic or ecological security.
(§ 266)

10. Although Russian law requires that a judge be immediately informed of
each instance of urgent interception, his power is limited to authorising the
extension of the interception measure beyond forty-eight hours. He has no
power to assess whether the use of the urgent procedure was justified or to
decide whether the material obtained during the previous forty-eight hours is
to be kept or destroyed. (8 266)
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» Law does not provide for an effective judicial review of the urgency procedure.
(8 266)

The ECtHR considered that the authorisation procedures provided for
by Russian law are not capable of ensuring that secret surveillance measures are
not ordered haphazardly, irregularly or without due and proper consideration.
(§ 267)

the authorities’ access to communications

11. In Russia the law-enforcement authorities are not required under domestic
law to show the judicial authorisation to the communications service provider
before obtaining access to a person’s communications, except in connection
with the monitoring of communications-related data under the CCrP. (§ 269)

12. Indeed, pursuant to Orders issued by the Ministry of Communications, in
particular the addendums to Order no. 70, communications service providers
must install equipment giving the law-enforcement authorities direct access to
all mobile-telephone communications of all users. (8 269)

13. The communications service providers also have an obligation under Order
no. 538 to create databases storing information about all subscribers, and the
services provided to them, for three years; the secret services have direct remote
access to those databases. (8 269)

Supervision of the 1. Order no. 70 requires that the equipment installed by the communications
implementation of service providers not record or log information about interceptions. (8 272)
secret surveillance

®» [t makes impossible for the supervising authority to discover interceptions

measures carried out without proper judicial authorisation. (§ 272)

2. Subsequent supervision is entrusted to the President, Parliament, the government,
the Prosecutor General and competent lower-level prosecutors. (8 274)
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3. Russian law does not set out the manner in which President, Parliament and
the Government may supervise interceptions. There are no publicly available
regulations or instructions describing the scope of their review, the conditions
under which it may be carried out, the procedures for reviewing the surveillance
measures or for remedying the breaches detected. (§ 276)

4. The law sets out the scope of, and the procedures for, prosecutors’ supervision
of operational-search activities. The prosecutors may carry out routine and ad
hoc inspections of agencies performing operational-search activities and are
entitled to study the relevant documents, including confidential ones; they may
take measures to stop or remedy the detected breaches of law and to bring
those responsible to account; they must submit biannual reports detailing the
results of the inspections to the Prosecutor General's Office. (§ 277)

» The ECtHR accepts that there is a legal framework which provides, at least in
theory, for some supervision by prosecutors of secret surveillance measures. (§ 277)

5. The prosecutors are appointed and dismissed by the Prosecutor General
after consultation with the regional executive authorities. (8 279)

®» This fact may raise doubts as to their independence from the executive. (8 279)

6. Prosecutor’s offices do not specialise in supervision of interceptions. It is
only one part of their broad and diversified functions, which include prosecution
and supervision of criminal investigations. They give approval to all interception
requests lodged by investigators in the framework of criminal proceedings. (§ 280)

®» This blending of functions may also raise doubts as to prosecutors’ independence.
(§ 280)

7.Russian law stipulates that prosecutors are entitled to study relevant documents,
including confidential ones. However, the information about the security services’
undercover agents, and about the tactics, methods and means used by them,
is outside the scope of prosecutors’ supervision. (§ 281)
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8. Interceptions performed by the FSB in the sphere of counter-intelligence
may be inspected only following an individual complaint. As individuals are not
notified of interceptions, it is unlikely that such a complaint will ever be lodged.
(8 281)

9. The prosecutors have certain powers with respect to the breaches detected
by them: they may take measures to stop or remedy the detected breaches of
law and to bring those responsible to account. (§ 282)

10. There is no specific provision requiring destruction of the unlawfully obtained
intercept material. (§ 282)

11. Prosecutors must submit biannual reports detailing the results of the
inspections to the Prosecutor General's Office. However, these reports concern
all types of operational-search measures, amalgamated together, without
interceptions being treated separately from other measures. (8 283)

12. The reports contain only statistical information about the number of
inspections of operational-search measures carried out and the number of
breaches detected, without specifying the nature of the breaches or the measures
taken to remedy them. (§ 283)

13. Thereports are confidential documents. They are not published or otherwise
accessible to the public. (§ 283)

The ECtHR considered that the prosecutors’ supervision of interceptions
as it is currently organised is not capable of providing adequate and effective
guarantees against abuse. (8 285)

Notification of 1. In Russia persons whose communications have been intercepted are not
interception of notified of this fact at any point or under any circumstances. (8 289)
communications and
available remedies
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2. A person who has somehow learned that his communications have been
intercepted may request information about the corresponding data. In order
to be entitled to lodge such a request the person must be in possession of the
facts of the operational-search measures to which he was subjected. (8 290)

3. The interception subject is at best entitled to receive “information” about
the collected data, but not to access documents relating to interception of his
communications. Such information is provided only in very limited circumstances,
namely if the person’s guilt has not been proved: that is, he has not been charged
or the charges have been dropped on the ground that the alleged offence was not
committed; or one or more elements of a criminal offence were missing. (8 290)

4. Only information that does not contain State secrets may be disclosed to the
interception subject while information about the facilities used in operational-
search activities, the methods employed, the officials involved and the data
collected constitutes a State secret. (8 290)

» |n view of the above features of Russian law, the possibility of obtaining
information about interceptions appears to be ineffective. (§ 290)

complaint to the official’s superior or a prosecutor

5. Russian law provides that a person claiming that his rights have been or are
being violated by a State official performing operational-search activities may
complain to the official’'s superior or a prosecutor. (§ 292)

®» The ECtHR found that hierarchical appeal to a direct supervisor of the authority whose
actions are being challenged does not meet the requisite standards of independence.
Prosecutors also lack independence and have a limited scope of review. (§ 292)

complaint to the court

6. The Constitutional Court stated that the interception subject had no right to appeal
against the judicial decision authorising interception of his communications. (8 294)
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7. Domestic law is silent on the possibility of lodging a cassation appeal. The
ECtHR has serious doubts as to the existence of a right to lodge a cassation appeal
against a judicial decision authorising interception of communications. (8§ 294)

8. In order to lodge a supervisory-review complaint against the judicial decision
authorising interception of communications, the person concerned had to be
aware that such a decision existed. In the absence of notification of surveillance
measures under Russian law, an individual would hardly ever be able to obtain
that information. (8 294)

9. Acomplaintunder Article 125 of the CCrP may be lodged only by a participant
to criminal proceedings while a pre-trial investigation is pending, therefore
it is available only to persons who have learned of the interception of their
communications in the framework of criminal proceedings against them.
(§ 295)

10. Asregards the judicial-review complaint under the Judicial Review Act,
Chapter 25 of the CCP and the new Code of Administrative Procedure and
a civil tort claim under Article 1069 of the Civil Code, the burden of proofis
on the claimant to show that the interception has taken place and that his rights
were thereby breached. In the absence of notification or some form of access
to official documents relating to the interceptions, such a burden of proof is
virtually impossible to satisfy. (8296)

11. The criminal remedies for abuse of power, unauthorised collection or
dissemination of information about a person'’s private and family life and breach
of citizens' right to privacy of communications are also available only to persons
who are capable of submitting to the prosecuting authorities at least some factual
information about the interception of their communications. (§297)

The ECtHR finds that Russian law does not provide for effective remedies
to a person who suspects that he has been subjected to secret surveillance.
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Centrum for Rattvisa v Sweden (2021)

Type of interception Bulk interception

Abbreviations FRA — Forsvarets radioanstalt (EN — National Defence Radio Establishment)

The grounds on which 1. The Signals Intelligence Act restricts bulk interception to exhaustive list of

bulk interception may purposes, i.e. to monitor:

be authorised .

¢ external military threats to the country;

¢ conditions for Swedish participation in international peacekeeping or
humanitarian missions or threats to the safety of Swedish interests in the
performance of such operations;

& strategic circumstances concerning international terrorism or other serious
cross-border crime that may threaten essential national interests;

+ the development and proliferation of weapons of mass destruction, military
equipment and other similar specified products;

& serious external threats to society’s infrastructure;
+ foreign conflicts with consequences for international security;
+ foreign intelligence operations against Swedish interests; and

¢ the actions or intentions of a foreign power that are of substantial importance
for Swedish foreign, security or defence policy (8 284).

2. The ECtHR found that the level of detail provided in the legislation and its
preparatory works circumscribes the area of bulk interception with “sufficient
clarity,” even when dealing with evolving foreign threats (§ 285).

3. While the law allows for the monitoring of “serious cross-border crime,” this
is strictly limited to instances that threaten significant national interests, such
as severe drug or human trafficking (8 286).
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4. Afundamental safeguard exists in the Foreign Intelligence Act, which excludes
the use of signals intelligence for traditional law enforcement or operative crime
prevention (88 286-287).

5. There is a strict prohibition on using any information obtained through signals
intelligence as evidence in criminal proceedings (8 287).

purpose of investigating criminal offenses (§ 287).

7. Although the Security Police and certain police departments may access analysis
results, the ECtHR found the Government's clarification that such access is only for
strategic assessments, and the ban on investigative use fully applies, as convincing (8 287).

8. The grounds for authorization are clearly circumscribed, which allows for effective

I . Tasking directives (the orders to collect data) may not be issued for the
I control during the authorization stage and proper ex post facto supervision (§ 288).

The ECtHR concluded that the grounds for bulk interception in Sweden
are clearly defined and sufficiently separated from criminal investigation functions,
satisfying the requirement that the law must be clear and predictable (88 285, 288).

The circumstances in 1. For fibre optic cables, signals intelligence is legally restricted to communications
which an individual’s crossing the Swedish border. Intercepting communications between a sender
communications may and receiver both located in Sweden is prohibited (§ 290).

be intercepted 2. The ECtHR acknowledged the technical reality that separating domestic traffic

from foreign traffic is not always possible during the initial stages of interception
(8 290).

3. The FRAis permitted to intercept signals for “development activities” to analyze
systems and transmission routes, even if that data does not fall within the eight
regular intelligence purposes. The ECtHR found it “satisfactory” and “convincing”
because the authorities must be able to adapt to evolving technology and signal
protection methods (88 291-292).
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4. The degree of interference with privacy rights during development activities is
considered to be of a “very low intensity” because the data is used for technological
analysis, not for generating intelligence (§ 292).

5. Any information emerging from development activities cannot be used as
intelligence unless it conforms to the eight statutory purposes and tasking
directives (8 293).

6. Development activities are not exempt from oversight — they require
a permit from the Foreign Intelligence Court and are subject to supervision by
the Inspectorate (8 293).

The ECtHR accepted that the Swedish legal provisions on bulk interception
define the circumstances in which communications may be intercepted with
“sufficient clarity” (8 294).

The procedure to be 1. Every signals intelligence mission must be authorized in advance by the
followed for granting Foreign Intelligence Court, which acts as a mandatory judicial check (8 295).

authorisation 2. In urgent cases, the FRA may grant its own permit, but this triggers an

immediate “rapid review” by the court, which has the binding power to modify
or revoke it (8 295).

3. The Foreign Intelligence Court meets the requirement of independence from the
executive because its leaders are permanent judges with legally defined terms, and
its decisions are immune from Government or Parliamentary interference (8 296).

4, Although proceedings are confidential and lack public hearings due to secrecy
requirements, the mandatory presence of a “privacy protection representative”
(a judge or attorney) acts as a relevant safeguard against arbitrariness (8 297).

5.The FRAs legally required to specify the need for intelligence, the communication
bearers, and the specific selectors (or categories of selectors) when applying

for a permit (§ 298).
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to be formulated to limit interference “as far as possible,” ensuring a necessity

6. Section 3 of the Signals Intelligence Act creates a binding obligation for selectors
and proportionality analysis at the authorization stage (§ 299).

natural persons) by requiring the Foreign Intelligence Court to verify that their

7.The law provides enhanced protection for “strong selectors” (linked to specific
use is of “exceptional importance” (§ 300).

8. FRA specifies only “categories” of selectors (8 301).

9. Swedish system offers a comprehensive ex ante judicial review that is sufficiently
detailed to prevent abusive or clearly disproportionate bulk interception (§ 302).

m The Swedish authorization system provides a significant safeguard
through a judicial ex ante review that sets a clear legal framework and limits for
every interception operation (8 302).

The procedures to be
followed for selecting,
examining and using
intercept material

1. Interception in Sweden is primarily automated for cable-based signals, while
airway signals may be manual. Still, even manual military radio interception is
covered by the same legal safeguards as cable communications (88 303, 305).

2. The examination process follows a strict progression, i.e. automated processing
(cryptoanalysis and translation) leads to manual analysis, which then results in
a disseminated intelligence report (8 306).

3. FRAisunder a legal obligation to discard intercepted domestic communications
immediately upon identification (8 307).

4. The FRA systematically maintains logs and records of every step, including the
selectors used, the time of search, the analyst's name, and the specific tasking
directive justifying the search (8 309).

5. The obligation to keep detailed logs is set out in internal instructions rather
than domestic law.

But the existence of oversight mechanisms makes it unlikely that these practices
would be arbitrarily removed (8 311).
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6. Under the FRA Personal Data Processing Act, data collection must be adequate,
relevant, and limited to what is necessary for the authorized purpose, with
a requirement to correct or obliterate incorrect information (§ 312).

7. FRA staff are security cleared, bound by confidentiality, and subject to criminal
sanctions for the mismanagement of personal data (8 312).

8. While personal data protections focus on natural persons, the ECtHR found
that legal persons are not left unprotected, as most communications include
information related to natural persons and all data remains subject to the original
authorized purpose (88 314-315).

The ECtHR was satisfied that the Swedish legislation regarding the
selection, examination, and use of intercepted data provides adequate safeguards
against abuse of Article 8 rights (§ 316).

The precautions 1. The circle of domestic authorities (such as the Security Police and Armed
to be taken when Forces) that may receive intelligence is narrow, and the regime for sharing results
communicating the of analysis is clearly circumscribed and low-risk (8 317).
mat(.erlal to other 2. The ECtHR found that the domestic sharing regime does not appear to
parties . :

generate a particular risk of abuse (8 317).

3. While the law provides for sharing intelligence with foreign partners, the
level of generality allows data to be sent whenever it is considered to be in the
“national interest” (8 322).

4. Internal Swedish safeguards (judicial authorization and Inspectorate supervision)
that apply when the data is first obtained help limit the risk of adverse consequences
after it is transmitted abroad (8 324).

5. There is a “substantial shortcoming” in the law because it lacks an express
requirement for the FRA to assess the necessity and proportionality of intelligence
sharing regarding its specific impact on Article 8 privacy rights (8 326).
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6. The legislation fails to impose a legally binding obligation on the FRA to ensure
that a foreign recipient offers an acceptable minimum level of safeguards before
data is sent (8 326).

7. The Government’'s argument that “shared interest in secrecy” protects data
is an insufficient safeguard compared to having clear obligations set out in
domestic law (8 328).

8. Supervisory mechanisms do not sufficiently counterbalance these gaps
because the Inspectorate cannot effectively monitor privacy risks if the law
doesn't explicitly require the FRA to consider them (8 329).

9. The absence of a requirement to consider the privacy interests of the individual
when making a decision about intelligence sharing is a significant shortcoming
of the Swedish regime (8 330).

Regarding the communication of data to foreign partners, the ECtHR
found that the Swedish regulatory framework contains significant shortcomings
that are not sufficiently counterbalanced by supervisory elements (88 329, 330).

The limits on 1. Under Section 5(a) of the Signals Intelligence Act, permits are granted for
the duration of a maximum of six months, and any extension requires a new full examination
interception, the of conditions by the Foreign Intelligence Court (8 332). Swedish law provides
storage of intercept a “clear indication” of the expiry period and the specific conditions under which
material and the a permit may be renewed (8§ 332).

circumstances in which
such material must be
erased and destroyed

2. Thereis no express provision obliging the intelligence agency (i.e. FRA) or the
Foreign Intelligence Court to cancel a mission if the conditions for it have ceased
to exist or if the measures are no longer necessary (8 333). ECtHR agreed that
an express provision for discontinuation would have been “clearer” than the
existing arrangement (§335).
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NB: This was identified as not a fatal shortcoming in the legislative drafting (88 335-336).

3. Swedish law provides other “relevant mechanisms” to address necessity,
such as the ability of the requesting authority to revoke a tasking directive and
the supervision by the Inspectorate (§ 336). The existence of supervision
mechanisms with access to all internal information provides “similar legislative
safeguards against abuse” regarding the duration of operations (§ 336).

I 4. Intelligence must be destroyed immediately if it concerns (&8 338):

¢ anonymous authors or media sources (media privilege), attorney-client
privilege, religious confessions or individual counseling;

¢ information concerning a specific natural person that is determined to lack
importance for the intelligence mission must be destroyed;

¢ if both the sender and receiver are in Sweden, the data must be destroyed
as soon as its domestic nature becomes evident;

¢ also, all intelligence collected under a temporary permit that is subsequently
revoked by the court must be destroyed immediately.

5. The FRA may maintain databases for raw material containing personal data
for up to one year. The ECtHR accepted this as necessary for the processing of
signals intelligence. But it stressed that such data should be deleted “as soon
as it is evident that it lacks pertinence” (&8 338).

6. The Inspectorate’s powers include monitoring the FRA’s actual practices
regarding the destruction of material what was characterized as an “important
safeguard” for the proper application of existing rules (8 340).

7. The limits on storage and destruction apply primarily to personal data. The
law lacks a general rule governing the destruction of other types of material
(e.g., data belonging to legal persons/corporations) which still impacts the right
to respect for correspondence under Article 8 (88 341-342).
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8. Thereis no explicit legal requirement to delete intercepted data simply because
it has lost pertinence for the mission unless it falls into the specific categories
mentioned before (8342)

9. The ECtHR noted a lack of information on whether the necessity of continued
storage is regularly reviewed during that one-year period, rather than simply
keeping all data for the maximum duration by default (8 343).

Swedish law satisfies the requirements concerning the duration of bulk
interception of communications (88 337, 344).

Supervision 1. Oversight of foreign intelligence is primarily entrusted to the Foreign
Intelligence Inspectorate, with additional (though more limited) supervisory
functions performed by the Data Protection Authority (8 345). The Inspectorate
is verified as an independent control mechanism with a board presided over by
judges, and the members proposed by parliamentary groups rather than being

solely executive appointees (§ 346).

cycle, including the authority to grant or deny access to communication bearers
based on court-issued permits, a right to scrutinize all FRA documents, including
a specific mandate to examine the selectors used for intercepting data (8 347).

3. TheInspectorate is capable of assessing not just “formal” lawfulness, but also
the proportionality of the interference with individual rights (8 348).

4. Under Section 10 of the Signals Intelligence Act, the Inspectorate holds the
power to issue legally binding decisions to stop improper data collection or

I 2. The Inspectorate possesses wide-ranging powers to oversee the entire intelligence
I order the destruction of recordings (8 350).

n

5. While some of the Inspectorate’s findings take the form of non-binding “opinions,
evidence from the National Audit Office confirms that the FRA treats these suggestions
as serious and typically implements requested reforms (88 350-351).
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6. The Inspectorate’s effectiveness is demonstrated in practice through frequent,
themed inspections (102 inspections over 8 years) covering sensitive areas like
data destruction and international cooperation (8 351).

7. Transparency is ensured through the publication of annual reports available
to the public and regular audits by the National Audit Office (§ 352).

Swedish law provides effective supervision of signals intelligence and
entails the judicial pre-authorization procedure (§ 353).

Ex post facto review 1. In practice, no individual is ever notified when their communications have
been intercepted, even when “strong selectors” directly related to them are used,
due to the secrecy inherentin foreign intelligence (8 354). The ECtHR accepts the
lack of notification as “legitimate” in the context of bulk interception, provided it

is counterbalanced by other effective remedies available to individuals (§ 355).

that the Inspectorate investigate whether their communications were unlawfully
intercepted, without needing to prove they were actually affected (8 356).

3. During areview, the Inspectorate has the binding power to stop an operation

I 2. Any individual or legal person, regardless of nationality, has the right to request
I or order the destruction of data if it finds the law has been breached (8 356).

4. The Inspectorate only informs the complainant that an investigation was
“carried out”, but does not confirm if interception occurred or provide a reasoned
decision (88 357, 361).

5. The Inspectorate supervises and authorizes the FRA's operations what may
lead to the assessment of its own activities when reviewing a complaint (8 359).

6. While the National Audit Office audits the Inspectorate, there is no legal
obligation for these audits to regularly cover the specific handling of individual
complaints, which weakens this safeguard (§ 360).
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7. The absence of reasoned decisions, even for security-cleared counsel prevents
the development of public legal guidance and fails to provide “public confidence”
that abuses will be remedied (8 361).

8. The Parliamentary Ombudsmen and Chancellor of Justice can investigate
lawfulness, but do not offer the “adversarial process” or the reasoned decisions
necessary for an effective ex post facto review (8 362).

The ECtHR found that Inspectorate’s ‘dual role’ (i.e. supervising and then
reviewing its own supervision) and the lack of reasoned decisions for complainants
fail to meet the requirements of an effective remedy under Article 8 (8 364).

Big Brother Watch and Others v the United Kingdom (2021)

Type of interception Bulk interception

Abbreviations RIPA — Regulation of Investigatory Powers Act 2000
|IC Code — Interception of Communications Code of Practice
|IC Commissioner — Interception of Communications Commissioner

IPT — Investigatory Powers Tribunal

The grounds on which 1. The Secretary of State can only issue a bulk interception warrant if it is
bulk interception may “necessary” for one of three statutory purposes: national security, preventing/
be authorised detecting serious crime, or safeguarding the UK's economic well-being (provided

it is also relevant to national security) (§ 368).

2. The term “national security” is clarified through the IC Code to include protecting
the State from activities intended to undermine or overthrow parliamentary
democracy by political or violent means (§ 369).
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3.“Serious crime” is strictly defined in Section 81(2)(b) of RIPA based on sentencing
thresholds (at least three years imprisonment) or specific conduct like violence
and substantial financial gain (8 369).

4, Similar to the Swedish case, under Section 17 of RIPA intercepted material
cannot be used as evidence in legal proceedings or criminal prosecutions (8 369).

5. Bulkwarrants are typically aligned with specific “intelligence priorities” set by

the National Security Council, providing an extra-legal layer of strategic targeting
(8 369).

The ECtHR held that while the UK's statutory grounds for bulk interception
are formulated in “relatively broad terms,” they are sufficiently focused to proceed
to an assessment of the rest of the system’s safeguards (88 370-371).

The circumstances in 1. Section 8(4) warrants target communication “bearers” (the physical or logical
which an individual’'s data links) rather than specific individuals or premises, allowing for the interception
communications may of all data packets flowing through a targeted link (§ 372).

be intercepted 2. Intercepting agencies must use technical surveys and knowledge of international

routing to identify and prioritize links most likely to contain “external communications”
of intelligence interest (8 373).

3. Acommunication is classified as “external” based solely on whether the sender
or recipient is outside the British Islands. Notably, a UK-to-UK message remains
“internal” even if the data packets physically route through a third country (§ 374).

4. Section 5(6) of RIPA explicitly authorizes the “by-catch” of internal communications
if it is a necessary byproduct of intercepting the authorized external material,
including cloud storage, browsing history, and social media activities (8 375).

5. Although broad, the “external communications” distinction acts as a “macro-
level” safeguard by circumscribing the categories of people likely to be intercepted
based on the specific international gateways chosen for monitoring (§ 375).
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The ECtHR accepted that the Section 8(4) regime was sufficiently
“foreseeable” for Article 8 purposes. Since users cannot control the routing of their
data, further legal restrictions on the choice of bearers would not have made the
law's effects any more predictable for the individual (§ 376).

The procedure to be 1. Bulk interception warrants are authorized by the Secretary of State following
followed for granting internal agency review what lacks authorization by a body independent of the
authorisation executive (8§ 377).

2. To issue a warrant, the Secretary of State must be satisfied of its necessity
and proportionality, requiring a detailed application that explains why the
information cannot be obtained through less intrusive methods (88 378-379).

3. While specific bearers are not named in the warrant to avoid “serious
impracticalities,” the application must describe the “sorts of bearers” to be
targeted to allow for a proper assessment of the operation’s scope (& 380).

4. Specific search selectors are not included in the warrant. Analysts must record
a written justification for each new selector, which is later subject to independent
audit and oversight by the IC Commissioner (8 381).

NB: The ECtHR ruled that selector categories should be identified at the authorization
stage. The UK law does not provide prior internal authorization or objective
verification for “strong selectors” linked to specific individuals (88 382-383).

Section 8(4) was legally deficient because the authorization process was
entirely executive-led and lacked prior independent oversight regarding the categories
and individual-specific search terms used to filter intercepted data (88 377, 383).

The procedures to be 1. High-volume communications are filtered using “strong selectors” and complex
followed for selecting, queries to create a searchable index. Under Section 16(2) of RIPA, selectors cannot
examining, and using be used to target an individual known to be in the British Islands unless the Secretary
intercept material of State personally authorizes it based on necessity and proportionality (8 384).
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2. Human examination is strictly limited to material on the index that falls within the
scope of a “certificate” issued by the Secretary of State. Analysts must provide a written
justification for accessing any specific communication, explaining why it is necessary
and why the information cannot be obtained through less intrusive means (8 385).

3. The Courtidentified a deficiency in the use of these “certificates,” noting that
they were often drafted in overly general terms (e.g. intelligence on terrorism).
This lack of precision, combined with the failure to identify selector categories
at the warrant stage, meant the certificates provided insufficient restrictions on
what material could be examined (88 386-387).

4. Procedural safeguards for analysts include a requirement to account for “collateral
infringement” of privacy, strict time limits on data access, and regular audits to
ensure that the material being examined matches the justifications provided (8 388).

5. Data management is governed by strict security protocols, e.g. only vetted and
trained analysts have access, copying is limited by a “need to know” principle,
and all material must be stored securely and destroyed when no longer required
(88 389-390).

Despite specific deficiencies regarding the vague nature of the Secretary of
State’s certificates and the lack of oversight for selector categories, the ECtHR found
that the rules governing the selection, examination, and storage of intercepted material
were sufficiently “foreseeable” and provided adequate safeguards against abuse (8 391).

The precautions 1. Section 15(2) of RIPA mandates that the disclosure, copying, and distribution
to be taken when of intercepted material must be limited to the “minimum necessary” for specific
communicating the authorized purposes, such as national security or preventing serious crime (8 392).
material to other

2. The “need-to-know” principle strictly prohibits the disclosure of material to any
internal or external person unless their specific duties require that information.
Even then, only the specific portion of data necessary for their task can be shared,
and all recipients must be appropriately security-vetted (8 393).
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3. Although the law includes the broad term “likely to become necessary” regarding
data retention and sharing, the core requirements for security clearance and
“need-to-know” justifications still remained in place (8 394).

4. When transferring data to foreign intelligence partners (e.g. the “Five Eyes”), the
UK must take reasonable steps to ensure the partner has adequate procedures
for secure storage and limited distribution. Material cannot be shared with
a third country without explicit UK consent and must be destroyed when no
longer needed (88 395-396).

5. Specific safeguards exist for confidential material, requiring it to be clearly
marked and necessitating legal advice before dissemination. Furthermore,
intercepted material is generally prohibited from being used as evidence in legal
proceedings (88 392, 397).

The precautions governing the communication of intercepted material
to other parties were sufficiently clear and provided robust guarantees against
abuse, particularly given the added weight of oversight by the IC Commissioner
and the Investigatory Powers Tribunal (88 398-399).

The limits on 1. Warrants for national security or economic well-being last for six months,
the duration of while those issued for serious crime last for three months. Both categories are
interception, the renewable by the Secretary of State only if the agency provides a fresh assessment
storage of intercept proving the continued necessity and proportionality of the interception (8 400).

material and the
circumstances in which
such material must be
erased or destroyed

2. Agencies must establish maximum retention periods for intercepted material.
Typically it is capped at two years and approved by the IC Commissioner with
a requirement for automated deletion once these limits are reached (§ 402).

3. In practice, data retention is significantly shorter than the legal maximum.
Communications that do not match search criteria are discarded immediately
or within a few days, while material selected for human examination is usually
deleted after a few months unlessitis cited in a formal intelligence report (8 403).
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4. Continuous review is mandatory to ensure that any retained material still
meets statutory necessity grounds. If it no longer does, the warrant must be
cancelled and all copies, extracts, and summaries of the data must be securely
destroyed (88 400, 404).

The ECtHR held that the rules regarding the duration and destruction
of intercepted material under the Section 8(4) regime were sufficiently clear
and provided adequate safeguards. But it still stipulated that the actual, shorter
retention practices should be more explicitly reflected in the law and not in the
internal policy (88 401, 405).

Supervision 1. Pre-authorization scrutiny is conducted by internal agency staff and lawyers
to ensure necessity and proportionality before warrants ever reach the Secretary
of State for a signature (8 406).

2. The IC Commissioner, an independent judicial figure, provides external
oversight by reviewing the use of RIPA powers, conducting inspections, and
reporting findings to the Prime Minister and Parliament (8 407). It involves
a three-stage inspection process: sampling warrants based on sensitivity,
performing detailed documentation reviews, including checking the written
justifications for every selector used, and interviewing operational or legal
staff (8 410).

3. Supervision extends to international data-sharing agreements, ensuring
that foreign partners (“Five Eyes”) access UK-intercepted material only through
controlled systems that adhere to domestic legal safeguards and staff training
standards (8 411).

The IC Commissioner provided independent and effective supervision of
the Section 8(4) regime, given the Commissioner’s ability to audit a vast volume of
warrants, investigate the use of search selectors, and mandate formal improvements
through a recommendation-and-report-back system (8 412).
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Ex post facto review 1. The IPT serves as a specialized judicial body, presided over by High Court
Judges or senior lawyers, to provide a remedy for those challenging specific
surveillance acts or the legality of entire regimes. IPT does not require a person
to be notified of interception, anyone who suspects they have been subject to

secret surveillance can bring a claim (8 413).

waterline” classified documents that cannot be made public for national security
reasons (8 413).

3. The IPT can award compensation, quash or cancel warrants, and order the
secure destruction of any intercepted records (8 413).

4. The IPT can hold public oral hearings, appoint special counsel to represent
claimants in closed proceedings, and publish its legal rulings on a dedicated
website (8 413).

The IPT provides a robust judicial remedy for anyone suspecting their
communications were intercepted (8 415).

I 2. The IPT has full access to all relevant information, including “below the

Ekimdzhiev and Others v Bulgaria (2022)

Type of interception Targeted interception
Grounds on which 1. The law sets outs in an exhaustive manner the serious intentional criminal
secret surveillance offences which can trigger the use of special means of surveillance. (8 299)

may be resorted to
and persons who
can be placed under
surveillance

2. The law specifies that such means can be used only if there are grounds to
suspect that such an offence is being planned, or is being or has been committed,
and only if other methods of detection or investigation would be unlikely to
succeed. (8 299)
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» Although the types of offences falling into that list are varied, in practice in
the vast majority of cases the authorities resort to surveillance in relation to the
offences of (a) being the leader or member of a criminal gang and of (b) dealing
in narcotic drugs.

3. The law stipulates that special means of surveillance can also be used for
“activities relating to national security”. In the absence of more detailed information
about the practice of the relevant courts and authorities, it is difficult to check
whether, national security can be a standalone ground for surveillance. However,
even if it can, potential abuses can be checked through judicial authorisation
for the surveillance. (8 300, 301)

4. The law also sets out in an exhaustive manner the categories of persons who,
or objects which, may be placed under surveillance. (§ 302)

5. When it comes to surveillance relating to criminal offences, the relevant
categories are clearly defined: those are either people suspected of committing
offences, people unwittingly used for their preparation or commission, people
who have agreed to surveillance for their own protection, or cooperating
witnesses in cases relating to a limited class of serious intentional offences, as
well as objects capable of leading to the identification of such persons if their
identity is unknown. (§ 302)

6. When it comes to surveillance on national-security grounds, the law is
couched in vaguer terms: “persons or objects related to national security”,
however potential abuses can be checked through judicial authorisation for
the surveillance. (8 302)

7. The lack of sufficient precision about the meaning of the term “objects” in
section 12(1) of the 1997 Act. The Act does not clarify whether the “objects” which
may be placed under surveillance need to be concrete (for instance, specific
premises, a specific vehicle, or a specific telephone line). (8 303)
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Bulgarian law complies with the requirements of Article 8 of the
Convention in respect of the grounds on which secret surveillance may be
resorted to and persons who can be placed under surveillance, except for the
lack of a more precise definition of the term “objects” in section 12(1) of the
1997 Act. (§ 304)

Duration of secret 1. Bulgarian law lays down clearly the initial and maximum duration of secret
surveillance measures surveillance measures. (8 305)

2. Surveillance beyond the initially authorised period is only possible if authorised
by the competent judge, who must be presented not only with the same
information as that required for the initial authorisation, but also with a full
account of any surveillance results obtained so far. (8 305)

3. The law sets out the circumstances in which surveillance must be stopped.
(8 305)

4. One area of concern is the potential duration of the initial authorisation for
surveillance on national-security grounds, which is up to two years. (§ 305)

®» The sheer length of that period, coupled with the inherently unclear contours of
the notion of national security, significantly weakens the judicial control to which
such surveillance must be subjected. (§ 305)

Procedures for storing, 1. While the law specifies the way in which information from the “primary
accessing, examining, recording” is to be reproduced in the “derivative data carrier” and then in any
using, communicating evidentiary material, they say nothing about the way in which they are to be
and destroying stored. (8 326)

surveillance data 2. The law does not circumscribe in any way the officials within the relevant

authorities who are entitled to access them, or lay down any safeguards ensuring
the integrity and confidentiality of those materials. (8 326)
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3. Aside from the general rule that the content of the “derivative data carrier”
must fully match that of the “primary recording”, no publicly available rules exist
on how they are to be examined: how the authorities are to sift through the
information in them and decide which parts are relevant and are to be kept and
used as evidence, and which parts are irrelevant and are to be discarded. (8 327)

4. Although the rules governing the possible use of materials obtained as a result
of surveillance say that any such materials, including surplus information, can be
used only to prevent, detect or prove serious intentional criminal offences, or to
protect national security, it is thus unclear how compliance with that limitation is
ensured in practice. (8 327)

5. The rules governing the destruction of the “primary recording” and the
“derivative data carrier” appear sufficiently clear, although a discrepancy exists
between the position in relation to materials obtained as a result of surveillance
outside already pending criminal proceedings and the position in relation to
materials obtained in the course of criminal proceedings: the law provides for
automatic destruction and subsequent report to the judge who has authorised
the surveillance in the former case, and for a report to that judge and destruction
by his or her order in the latter case. (8 328)

6. There is no special rules about the storage or destruction of the resulting
evidentiary material. It appears that both copies produced in each case are
stored and destroyed together with the case files of which they form part (8 329)

7. There are no publicly available rules governing the storage of information obtained
through surveillance on national-security grounds — which must be kept by the
relevant requesting authority for fifteen years after the end of the surveillance. (8 330)

The apparent lack of clear regulation in all these fields, and of proper
safeguards, makes it possible for information obtained as a result of secret surveillance
to be misused for ends which have little to do with the statutory purpose. (8 332)
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with regard to surveillance affecting legal professional privilege

8. Apart from Chief Prosecutor’s instruction on the point, which was a purely
internal act, there are no legal provisions, specifying with an appropriate degree
of precision the fate of information resulting from secret surveillance which may
have affected materials subject to legal professional privilege. (8 333)

9. The instruction simply makes secret surveillance directed against lawyers
subject to the existence of a reasonable suspicion that they have committed an
offence, which is in principle a requirement for all surveillance. (8 333)

10. The instruction seems to contradict the express terms of section 33(1), (2) and
(3) of the Bar Act 2004, according to which all lawyers’ records and communications,
regardless of their form, are privileged without exception. (§ 333)

11. The instruction does not lay down enough safeguards with respect
to materials obtained as a result of accidentally intercepted lawyer-client
communications. Point 13 says that if the authorities intercept the conversation
of a lawyer with a client or with another lawyer, and that conversation touches
upon a client’'s defence, they must not prepare evidentiary material on its
basis, unless the surveillance reveals that the lawyer has him- or herself
engaged in criminal activity. The question on how precisely any such intercept
materials are to be destroyed, as expressly required by section 33(3) of the
Bar Act 2004, is open. (8§ 333)

12. Theinstruction does not encompass all sorts of lawyer-client communications:
point 13 applies solely to communications relating to a client’s defence, which
implies already pending litigation, and perhaps even just criminal proceedings.

(8 333)
Authorisation 1. Only a limited number of authorities can request surveillance, within the
procedures spheres of their respective competencies. (§ 308)
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2. The law provides for a form of internal review preceding the submission of
surveillance applications: those made by executive authorities must originate
from the head of the respective authority, and public prosecutors intending to
make such applications must notify their hierarchical superiors. (8 308)

expressly authorised deputy. (8 308)

4. The authority which carries out the surveillance must, before proceeding with
it, scrutinise the surveillance application for incompatibility ratione materiae or
obvious mistakes and, if it spots issues in those respects, refer the application
back to the judge who authorised the surveillance for reconsideration. (8 308)

5. Surveillance applications must be duly reasoned and set out both the grounds for the

I 3. Surveillance may be authorised only by the competent court president or an
I requested surveillance and its intended parameters. An application must, in particular:

(a) refer to the circumstances giving cause to suspect that a relevant offence
is being prepared or committed or has been committed (including when it
comes to national security),

(b) setout(exceptinrelation to terrorist offences) the investigative steps already
taken and the results of any previous inquiries or investigations,

(c) explain (exceptin relation to terrorist offences) why the requisite intelligence
cannot be obtained through other means or why such other means would
entail exceptional difficulties, and

(d) explain (exceptin relation to terrorist offences) why the intended duration
of the surveillance is necessary. (8 309)

6. All materials on which the application is based must either be enclosed with
it from the outset (for applications made outside criminal proceedings), or made
available to the competent judge upon request (for applications made in the
course of criminal proceedings. (§ 309)
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7. When examining the application, the judge must review whether all legal
prerequisites are in place and rule by means of a reasoned decision. (8 309)

8. One possible shortcoming is that although surveillance-warrant proceedings
must of necessity be conducted without notice to the persons intended to be
placed under surveillance, the requesting authority is under no duty to disclose
to the judge fully and frankly all matters relevant to the well-foundedness of its
surveillance application, including matters which may weaken its case. (8 309)

9. The additional vetting carried out by the surveillance authorities after the grant of
judicial authorisation cannot remedy that lack of proper judicial scrutiny since vetting
is limited to incompatibility ratione materiae or obvious mistakes and the instances in
which that additional safeguard has been triggered are apparently extremely rare. (8 322)

urgent procedure

10. Special means of surveillance may be deployed without a prior judicial
warrant if there is an immediate risk that a serious intentional offence is about
to be committed, or a risk of an immediate threat to national security. (§ 323)

11. When the authorities resort to that urgent procedure, the competent judge
must within twenty-four hours assess and approve retrospectively the need for
them to have done so; otherwise the surveillance operation must stop. (8 323)

12. Thejudgeis not required to just review the need to pursue the surveillance, but must
also validate the surveillance which has already taken place, as well as its results. (8§ 323)

Oversight National Bureau

arrangements 1. There is no guarantee that all of the members of the National Bureau, the

main supervisory body, are sufficiently independent vis-a-vis the authorities which
they must oversee. By law, individuals with professional experience in the law-
enforcement or the security services may become the members. After serving
their five-year term, they are entitled to regain their previous posts. (§ 339)
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®» This potential “revolving door” mechanism can raise misgivings about the practical
independence of such members of the Bureau and about possible conflicts of
interests on their part. (8 339)

2. Before being appointed to their posts, its members must undergo security
vetting by one of the very authorities whose work the Bureau is overseeing —
the State Agency for National Security. If it later revokes the security clearance
of members of the Bureau, they must be removed from their post since they
automatically. (§ 340)

» Although the Agency's decision to revoke a security clearance is amenable to
judicial review, that possibility for it to influence the Bureau’'s membership is capable
of affecting the Bureau’s independence and objectivity. (8 340)

3. Misgivings arise about the qualifications of some of the members of the
National Bureau. Only one of its current five members has legal training and
experience. (8§ 342)

4. It does not appear that when carrying out on-site inspections National Bureau
members and employees are able to have unfettered access to all relevant
materials held by the prosecuting authorities and the State Agency for National
Security, especially materials enabling them to check the well-foundedness of
surveillance applications (reasonable suspicion and proportionality in each
case). (8 343)

5. The National Bureau has no power to order remedial measures, such as
the destruction of surveillance materials. It can only bring irregularities to the
attention of the heads of the relevant authorities and the prosecuting authorities,
or of the Supreme Judicial Council, for irregularities attributable to judges. (8 344)

6. The National Bureau's power to give instructions appears to relate solely to
instructions intended to improve practices rather than instructions in specific
cases, as attested in particular by their limited number per year. (§ 344)
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special parliamentary committee

7. The special parliamentary committee is not empowered to order remedial
measures either. It does not appear to conduct regular inspections. (8 345)

The current system of overseeing secret surveillance in Bulgaria does not
appear capable of providing effective guarantees against abusive surveillance. (8 347)

Notification 1. The National Bureau must notify someone who has been placed under secret
surveillance only if that has happened unlawfully. (8 349)

» under the ECtHR’s case-law such notification is, in the absence of a remedy
available without prior notification, required in all cases, as soon as it can be made
without jeopardising the purpose of the surveillance. (8 349)

2. The National Bureau is only required to notify individuals, not legal persons.
(8 349)

Remedies 1. Aclaim for damages under section 2(1)(7) of the 1988 Act, although effective
in some scenarios, has so far not been able to operate in the absence of prior
notification by the National Bureau that someone has been placed under
surveillance. (8 352)

2. A claim under the 1988 Act does not entail an examination of the necessity
for the surveillance in each case. (8 352)

3. Aclaim under the 1988 Act is not open to legal persons. (8 352)

4. The only form of relief available in the proceedings under the 1988 Act is money
damages. The courts have no power to order the destruction of surveillance
material. (8 353)

5. Theremedies available under the 2002 Act have so far not been shown to be
effective in relation to secret surveillance, and are not available to legal persons.

(8 354)
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Bulgarian law does not provide an effective remedy to all persons
suspecting, without concrete proof, that they have been unjustifiably subjected to
secret surveillance. (8 355)

Pietrzak and Bychawska-Siniarska and Others v Poland (2024)

Type of interception Targeted interception

Abbreviations NIK — la Chambre supréme de contréle (EN — Supreme Chamber of Control)
Scope of covert 1. The law on the national police sets out a list of offences which may give rise
surveillance measures to the carrying out of covert surveillance, however it authorises surveillance for

avery wide range of criminal offences, including relatively minor offences. (8 198)

2. The lists of offences for which operational surveillance may be carried out
have been specified by the legislature using various legislative techniques.
However, very general wording has been used, to the extent that the cases in
which the authorities could in practice resort to such a measure could give rise
to confusion. (8 199)

3. The categories of persons liable to be subject to operational surveillance were
not specified in the law, so that it could be any individual or group provided that
useful information could likely be obtained in this way in view of the purpose
of the surveillance. (8 201)

4. The applications for authorisation to carry out operational surveillance must
specify the person targeted by the surveillance in question, which implies that
surveillance of this type is always targeted. (8 201)

5. The legislation does not impose any requirements regarding the content of
the decision authorising the surveillance. (8 201)
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The duration of covert 1. A judge may authorise an interception measure for a period not exceeding
surveillance measures three months. (8 202)

2. An extension is possible, subject to a court order, for a further period
of up to three months, provided that the original grounds for ordering the
surveillance remain valid. In duly justified cases, the surveillance may be
extended by a higher court for several consecutive periods, subject to a total
limit of twelve months. The surveillance must not last for more than eighteen
months in total. (8§ 202)

3. The operational surveillance must cease as soon as the reasons justifying its
implementation no longer exist and, at the latest, upon the expiry of the period
for which it was authorised. (§ 202)

The ECtHR considered that domestic law clearly specifies the maximum
period at the end of which an interception authorisation expires and the circumstances
in which such authorisation may be renewed. It observes that the duration of an
interception operation may depend on several factors, however, in view of the
shortcomings identified further in the model of covert surveillance, there is no
need to examine this issue. (8 202)

Procedures to be 1. The laws governing the implementation of operational surveillance by various
followed regarding police and intelligence services provide for a framework for the destruction of
the storage, access, information gathered through such surveillance which proves to be unnecessary
examination, use, for the achievement of the objectives pursued by the relevant State service.
disclosure and (8211)

destruction of

. 2. Under the Police Act, information gathered through covert surveillance which
intercepted data

is unnecessary for the purposes of such surveillance or which is irrelevant to
criminal proceedings must be destroyed without delay by a formal committee.
A similar obligation is provided for in cases deemed urgent where retrospective
authorisation has not been granted. (§ 211)
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3. The evidence enabling the initiation of criminal proceedings or which is useful
to proceedings currently under investigation is forwarded by the competent
officials to the public prosecutor. (§ 211)

4. The transmission of evidence gathered by the State services carrying out the
operational surveillance to the public prosecutors and the competent courts is carried
out in accordance with the provisions applicable to classified information. (§ 212)

5. The State services carrying out covert surveillance are required to maintain
electronic records of documents relating to such surveillance. (§ 212)

The provisions relating to the processing and destruction of information
intercepted by means of operational surveillance set out safeguards for the
protection of the data thus collected. (8 213)

6. The destruction of the data collected is entrusted to officials of the State
services carrying out the surveillance and the implementation of this measure
is not subject to any external and independent scrutiny of the State services
concerned. (8 213)

Authorisation for
interception

1. Only a limited number of authorities may request surveillance within the
scope of their respective powers. (§ 204)

surveillance requests, which must originate from the head of the relevant law
enforcement authority and be approved in advance by the competent prosecutor.
(8 204)

3. The law specifies the content of a request for authorisation of surveillance
and requires that it be substantiated. (8 204)

4, The law requires that operational surveillance be authorised in advance by

I 2. The law provides for a form of internal control prior to the submission of
I a judge. (8 204)
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5. Exceptionally, in cases of urgency, the police may carry out surveillance without
such authorisation, but must cease it if they do not obtain such authorisation
within five days of the measure being put in place, and all information gathered
in this context must then be destroyed. (§ 204)

6. Asignificant shortcomingis that it does not appear that the legislation requires
the judge ruling on the surveillance authorisation to verify the existence of such
evidence in respect of the person concerned. (8 206)

7. The legislation does not specify the content of the interception authorisation
nor does it require the court issuing such an authorisation to state the reasons
for its decision, except where the decision is unfavourable to the law enforcement
agency seeking it. (§ 207)

8. The procedure for authorising covert surveillance lacks any adversarial
element. (8 207)

9. The application of the emergency authorisation procedure is justified solely
by the risk of loss of evidence, and not by the seriousness or nature of the
offence, leaving the authorities considerable discretion to determine in which
situations it is justified to resort to such non-judicial procedure and giving rise
to risks of abuse of this procedure and circumvention of the requirement for
prior authorisation. (§ 208)

10. The law is not established to contain sufficient safeguards against the
repeated use of the emergency authorisation procedure. (§ 208)

11. The court ruling on the authorisation to implement the surveillance measure
has at its disposal only the material submitted to it by the State authorities
requesting such authorisation in support of their application, which is likely to
deprive it of the power to verify whether there is a sufficient factual basis for
the implementation of covert surveillance measures. (8 209)
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12. The court ruling on the authorisation to implement the covert surveillance
measure has the option of rejecting the requesting authority’s application if it
considers that the application is insufficiently substantiated. However, it does not
deprive the authority in question of the possibility of resubmitting its application
after verifying which of the information in its possession should or could be
communicated to the judge so that he may assess the necessity of implementing
the surveillance measure. (8 209)

The ECtHR considered that the authorisation procedures existing under
Polish law, as they operate in practice, are incapable of ensuring that covert
surveillance measures are applied only where genuinely justified. (8 210)

Provisions relating 1. Article 19 of the Police Act draws a distinction between, on the one hand,
to the monitoring information enjoying the protection of absolute professional secrecy to which
of communications defence lawyers and priests are entitled and, on the other hand, information that
covered by professional | enjoys a lesser degree of protection under the privilege in question, as in the case
secrecy of notaries, solicitors and legal advisers (unless they are defence lawyers), tax

advisers, doctors, mediators or journalists. (8 220)

2. The substantive conditions governing the police’s ability to carry out covert
surveillance of communications between lawyers and their clients are the same
as those applicable to the covert surveillance of members of the general public.
(8 221)

3. The competent police officers are required to destroy information covered
by absolute professional secrecy. (8 221)

4. The legislation in question does not prohibit covert surveillance of defence
lawyers. (8 221)
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5. According to Article 19 8 15 of the Police Act, the competent police officer
primarily decides what should be done with information gathered in the course
of covert surveillance measures, assessing, inter alia, whether the information
is covered by legal professional privilege and whether it should therefore be
destroyed without delay, or forwarded to the competent court for a ruling in
cases where the information in question enjoys a lesser degree of protection
under professional secrecy. (§ 223)

» ECtHR held that the decision as to the fate of information covered by legal
professional privilege should be entrusted to a body external to and independent
of the State authorities concerned, preferably an independent judge. (8§ 223)

6. Protected information which enjoys a lesser degree of protection under
professional secrecy is forwarded to the court which decides how to proceed
with it. Article 19 8 15 of the Police Act requires the court to admit such
evidence if “this is necessary from the perspective of the judicial system” and
if there is no other means of establishing the facts. The terms “necessary
from the perspective of the judicial system” are so vague as to allow for an
interpretation of professional secrecy that would render it meaningless.
(§ 224)

the Court considers that the rules relating to the protection of professional
secrecy in covert surveillance operations do not satisfy the criterion of foreseeability
of the law. (8 225)

Monitoring the 1. The ECtHR did not find that the Polish courts have the power to exercise
implementation of sufficiently extensive oversight over the interception of communications. The
covert surveillance judicial review of surveillance is limited to the initial stage of authorisation. (§ 231)
measures

2. Prosecutors are involved to a certain extent in the process of prior review
of surveillance, are informed of the results of the interception and, if they so
request, of its conduct. (8 232)

PV VUV VI VVVFVVV V7P 7YY Y YU Y 97 977 997 99" 7 977977V




» ECtHR found that a legal framework provides, at least in theory, for a certain
degree of oversight of covert surveillance measures by prosecutors. (§ 232)

3. Public prosecutors are subordinate to the Chief Public Prosecutor of the
National Public Prosecutor’s Office, who also acts as Minister of Justice. (§ 233)

» ECtHR held that this fact alone is likely to compromise their ability to exercise
independent oversight over the State surveillance services. (8 233)

4. The scope of prosectors’ oversight is limited: they must be informed of the
results of operational oversight and may require the services carrying out such
oversight to submit to them any relevant documents, however, they cannot
order the destruction of material intercepted unlawfully. (8 234)

5. The parliamentary committee, the Sejm and the NIK have no power of
oversight regarding the application of interception measures in specific situations,
and are not empowered to take remedial measures: they cannot annul an
interception authorisation, nor bring an unlawful interception to an end, nor,
finally, order the destruction of data collected unlawfully. (8 235)

6. The annual report of Minister of the Interior to the Parliament on police
surveillance operations cannot replace the oversight of specific surveillance
operations by an independent body which is well acquainted with surveillance
and interception practices and is not institutionally linked to the police, nor to
the executive branch or the law enforcement or intelligence services. The same
applies to the annual reports of head of the CBA or head of the KAS, since they
provide only a general overview of surveillance activities. (8 235)

The ECtHR considered that the current mechanism does not guarantee
effective and independent supervision of the State services carrying out surveillance
and is not capable of providing adequate safeguards against abuse. (§ 237)
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Notification of 1. Article 19 § 16 of the Police Act prescribes that information gathered in the
communications course of operational monitoring by police services conducting secret surveillance
surveillance and is not disclosed to the person who was the subject of it. (§ 238)

available remedies 2. Polish legislation does not provide for any mechanism for notifying the

person suspected of involvement in unlawful activities or any individual indirectly
affected by the surveillance measure, unless criminal proceedings are brought
against the person concerned and the intercepted data is used as evidence in
the proceedings. (§ 240)

3. Person who believes they are being monitored could on the basis of section
2 of the Public Information Access Act, invite the head or heads of the police and
intelligence services concerned to disclose to them the information allegedly
collected without their knowledge in the course of secret surveillance, and,
in the event of unfavourable decisions, challenge those decisions before the
administrative courts. (8 241)

» The ECtHR held that a challenge to the decisions of the heads of the police
and intelligence services would be likely to fail in view of the settled case law of
the Supreme Administrative Court, according to which information relating to
operational investigative measures, the methods used, the agents involved and
the data collected by means of the measures in question is subject to protection
similar to that of classified data and may therefore only be disclosed to persons
with specific authorisation. (8 241)

4. The constitutional appeal would not have enabled the applicants to have the
legality of any surveillance of them reviewed. (8 242)

5. The exercise of an action for damages on the basis of 417-1 of the Civil Code
would depend on the prior success of the constitutional appeal. (8243)

PV VUV VI VVVFVVV V7P 7YY Y YU Y 97 977 997 99" 7 977977V



Denysyuk and Others v Ukraine (2025)

Type of interception Targeted interception (lawyer-client privilege)

Abbreviations CPC — Criminal Procedure Code of Ukraine

Authorisation 1. Under Articles 246, 263, 270 of the CPC, covert surveillance must be authorized
procedure by a judge based on “reasoned requests” from law enforcement, and the judge is

required to provide specific reasons for the decision and may demand supporting
evidence (88 94-95).

2. Domestic law requires judges to perform a substantive balancing exercise,
weighing the public interest in combating serious crime against the individual's
right to privacy under Article 8 (8 95).

3. The ECtHR held that surveillance subjects should, by default, be granted
access to the judicial rulings authorizing the measures against them so they can
vindicate their rights, unless there are “compelling grounds” for denial (8 97). But
authorities denied access to these rulings solely because they were “classified,”
and did not to perform a balancing exercise to justify continued secrecy once
the investigation was complete and the material destroyed (8 98).

While CPC contains formal requirements for judicial authorization and
balancing tests, the Court found an Article 8 violation because the authorities failed
to prove these safeguards were applied in practice and improperly used “classified”
status to block individuals from reviewing the legal basis for their surveillance
(8 100).

The Court invoked Rule 44C to infer that the surveillance was likely not the result
of the “proper and detailed judicial scrutiny” required by law (88 99-100).
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Scope of the legal
professional privilege
to be intercepted

and the distinction
between privileged and
non-privileged material

1. The Bar and Advocacy Act establishes a general protection for legal professional
privilege, covering all information exchanged between a lawyer and client. Article
258(5) of the CPC explicitly prohibits any interference with private communications
between a lawyer and client during covert operations (8 106).

2. There are no publicly available instruments or guidelines detailing the
conditions or technical methods used to distinguish between privileged and
non-privileged material during an active interception (8 111).

3. The task of identifying and “screening” privileged material is assigned to law-
enforcement officers, which the Court deemed unacceptable without oversight
by an independent authority (88 104, 112).

The procedures

for reporting to

an independent
supervisory authority
for the review of cases
where material subject
to legal professional
privilege has been
acquired as a result of
secret surveillance

1. Under Articles 246 and 263 of the CPC, judges are responsible for the initial
authorization of covert measures (8 95).

But the judicial power ends at the authorization stage as judges have no competence
to supervise the implementation of their own rulings, are not informed of the results
of the surveillance, and cannot review whether the executive complied with the terms
of the warrant (8 112).

2. Supervision is instead entrusted to prosecutors, who are not considered
“sufficiently independent” from the law-enforcement officers conducting the
investigation. The system lacks a body capable of verifying in real-time that
officers are not abusing their power or mishandling privileged data (8 112).

The procedures for the
secure destruction of
the material

1. Article 255 of the CPC mandates the “immediate destruction” of intercepted
material once itis qualified as irrelevant to the prosecution of the offense (8 108).

2. While the principle of destruction is consistent with data protection, the actual
implementation is shielded from scrutiny. Here, authorities refused to provide
the applicants with copies of the prosecutor’s decision to destroy the material
or the official “act” of destruction (8 109). Since the destruction records remain
“classified” without explanation, there is no way for a surveillance subject to

verify that their privileged or irrelevant data was actually erased (8 109).
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The conditions under
which it may be
retained and used in
criminal proceedings
and law-enforcement
investigations

1. Thereis no established protocol for what happens when a suspect’s privileged
conversation is “accidentally” intercepted during telephone tapping or audio
monitoring (8 111).

The procedures for

its safe storage,
dissemination and
subsequent destruction
as soon as it is no
longer required for

any of the authorised
purposes

1. Certain rules regarding the handling of covert measures are contained in the
2012 Instruction on Covert Measures (8 111). But the 2012 Instruction contains
no specific guidelines regarding the protection of lawyer-client communications.
It fails to define how legal professional privilege materials should be stored or
the precautions to be taken when communicating such material to other parties
(8111, 113).

Notification and
availability of post-
factum remedies

1. Article 253 of the CPC requires authorities to notify subjects of surveillance
within 12 months of its conclusion (or upon trial). The ECtHR viewed this as
a “tangible step forward,”

but noted that notification is only effective if accompanied by access to the
“factual and legal reasons” for the intrusion (88 120-121).

2. The remedial process under the CPC s flawed because the first step, i.e. filing
complaints under Articles 303 or 309, cannot be triggered independently by the
individual. Subjects must wait for a “preparatory hearing,” which often leads
to “unpredictable delays” that compromise the remedy's effectiveness (§ 126).

3. Article 315 of the CPC does not grant trial judges the specific power to review
the underlying necessity of surveillance or the reasoning of the original authorizing
judge. Instead, courts often limit their review strictly to whether the resulting
evidence is admissible, ignoring the broader privacy complaint (88 127, 129).
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4. The refusal to grant access to “classified” judicial rulings renders specific legal
objections, e.g. those under Article 309(3) of the CPC, “theoretical and illusory.”
Individuals cannot effectively challenge the legality of an order they are not
permitted to read or analyze (88 119, 130).

5. CPC lacks the discretionary power previously found in the 1960 Code (see
Article 23-2) that allowed judges to issue “separate rulings” acknowledging rights
violations, further narrowing the pathways for a formal recognition of a breach
(8 123).

6. Since the initial procedural step in the criminal courts is effectively blocked
or delayed, the secondary route (civil proceedings for compensation) cannot be
accessed in “good time"” and therefore fails to provide a robust judicial remedy
(8 131).

Ukrainian law lacks sufficient procedural safeguards because it provides
no independent, accessible mechanism for subjects to verify the necessity and
proportionality of surveillance. The current reliance on narrow criminal court
procedures and “classified” barriers makes the right to a post-surveillance remedy
effectively impossible to exercise (88 132, 134).
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